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Abstract—Embedded computing systems are becoming in-
creasingly complex. Modern system-on-chips come with hetero-
geneous designs that integrate diverse processing systems and
a large variety of peripherals. When considering software with
mixed and independent security and criticality levels, the hetero-
geneity of modern computing platforms poses considerable chal-
lenges in achieving strong isolation between execution domains.
Tackling these challenges is even more difficult in platforms
that integrate Field-Programmable Gate Array (FPGA) fabrics,
which, due to their wide flexibility, introduce new security- and
safety-related threats that can jeopardize isolation. As a matter
of fact, if no proper countermeasures are in place, hardware
accelerators (HAs) deployed on FPGA can be exploited to break
the isolation capabilities implemented in a system by issuing
dangerous bus transactions. This research proposes a design flow
for heterogeneous platforms to strongly isolate bus transactions
issued by HAs. The design flow is then specialized for the
AMD Zynq UltraScale+ platform, leveraging the virtualization-
related features of the Arm System Memory Management Unit
(SMMU). The proposed solution jointly combines two new IPs
for enforcing information transported by the AXI bus, a tool to
verify the FPGA design, a principled configuration of the SMMU
driver, and a secure boot flow. The proposal is evaluated with an
industry-relevant use case related to embedded machine learning
applied for the railway domain, in which isolation is established
between two AMD Deep Learning Processor Units (DPU) and a
set of FPGA HAs dedicated to a real-time critical application.

Index Terms—Xilinx UltraScale+, Field-programmable gate
array (FPGA), Deep Learning Processor Unit (DPU)

I. INTRODUCTION

Embedded systems play a pivotal role in applications such
as nuclear power plants, railways, automotive systems, and
robotics, where they are often constrained by real-time, power,
and reliability requirements. To meet the growing industry
demands for processing power, semiconductor manufacturers
designed heterogeneous multi-core systems-on-a-chip (SoCs),
which include processors and programmable accelerators, such
as GPUs and FPGAs. An FPGA-based SoC platform com-
bines a Processing System (PS) with an FPGA unit, also
referred to as Programmable Logic (PL). Software tasks run
on processors, while the PL can host hardware accelerators
(HAs). Hardware acceleration is essential to meet performance
and real-time constraints beyond the capabilities of CPUs.
HAs and processors share resources, including memories,
peripherals, and system registers, and communicate via PL-
PS and PS-PL interfaces using a bus such as the Advanced

Microcontroller Bus Architecture (AMBA) AXI protocol [1].
Heterogeneous platforms enable the consolidation of systems
that previously required dedicated processing units. Modern
SoCs hence support systems with Multiple and Independent
Levels of Security/Safety (MILS), allowing both untrusted
(low-critical) and trustworthy (high-critical) applications to
coexist on a single chip, thereby enhancing resource efficiency.
Modern embedded systems often require a general-purpose
environment for user applications alongside a secure, real-time
environment for safety-critical software. The challenge lies in
maintaining predictable behavior while hosting applications
with different levels of criticality and security on the same
hardware. In this context, an SoC can be seen as a collection
of distinct Hardware Domains (HDs), each defined by its
own set of computing resources, bus managers, security levels,
peripherals, and memory address space regions. Specifically,
the PL may be subject to severe security threats: if not properly
managed, HAs in PL may gain unauthorized access to the
system resources [2] [3] [4] [5], hence compromising isolation.
Existing isolation techniques [6]-[12] fail to address key
threats: (i) compromised isolation when multiple HAs share
the same PL-PS interface, (ii) lack of control over critical bus
signals from HAs, and (iii) the introduction of vulnerabilities
at the PL design stage. Furthermore, most solutions often
lack compliance with technologies like Arm TrustZone and
IOMMU virtualization.

Contribution. In this paper, we propose a secure-by-design
workflow to properly isolate HDs at the PL level by making
the following contributions:

1) A design flow for enforcing isolation between different
HDs within a heterogeneous SoC based on:

o An IP called AXI Enforcer to securely control critical
AXI bus signals at the design stage.

o An IP called AXI ID Mapper (AIM) enabling PL-PS
port sharing between HAs belonging to different HDs.

e Compliance with Arm TrustZone technology and
IOMMU virtualization.

o A firmware component for securely configuring the
Arm SMMU.

e A tool to verify the PL design to avoid hardware
vulnerabilities and/or unintended misconfigurations.

2) An experimental evaluation based on an industry-relevant



use case based on the AMD/Xilinx Zynq UltraScale+
MPSoC for a railway system including a real-time
safety-critical HD, managing different protocol interfaces,
alongside two virtual machines (VMs) with dedicated
HDs, each accessing an AMD Deep Learning Processor
Unit (DPU) core. It jointly addresses response times and
latency, bandwidth, and area requirements.

Paper Organization. This paper is structured as follows:
Section II introduces key concepts related to the architecture
of heterogeneous SoC designs and resource isolation when
hosting software with mixed levels of security and criticality.
Section III presents the system and threat model. Section IV
discusses the related work and a corresponding taxonomy. Sec-
tion V presents the proposed design flow. Section VI discusses
implementation issues for the UltraScale+ architecture. Sec-
tion VII illustrates our case study, while Section VIII reports
the corresponding experimental results. Finally, Section IX
concludes the paper and discusses future work.

II. ESSENTIAL BACKGROUND

Modern embedded platforms often consist in heterogeneous
SoCs that integrate a PS unit with an FPGA PL component
within a single device. Fig. 1 illustrates the typical architecture
of a heterogeneous SoC. The PS includes various processing
units, memory elements, and peripherals, while the PL can
host multiple HAs. These components are interconnected via
the AMBA AXI bus protocol, the de facto standard for bus
communication on modern platforms. The PS-PL and PL-PS
ports enable communication between the PS and PL.

The flexibility of heterogeneous systems lies in their ca-
pability to host and execute software with varying levels of
security and criticality on the same platform. In this context,
HDs can be defined based on the separation of resources
according to security- and safety-related levels. Security level
separation is achieved through Trusted Execution Environment
(TEE) technology, which isolates secure applications from
untrusted ones. Safety-critical separation is enforced using
hardware protection units (HPUs) and the IOMMU, which
implement strict access controls and prevent unauthorized
memory access.

AXI protocol. The AXI protocol consists of five channels:
write/read address, write/read data, and write response. Ad-
dress channels include the address of the target transaction
(AXADDR) plus some control signals (AxBURST, AxLEN,
AxSIZE, etc.). Additional control signals include the Trust-
Zone security level (AXPROT), quality of service (AxQOS),
and cache control (AXCACHE). Data channels include the
actual data (WDATA for writes, RDATA for reads) along with
byte strobes (WSTRB) for write operations. Each transaction
follows a handshake mechanism based on valid (VALID) and
ready (READY) signals, ensuring proper synchronization be-
tween master and slave. The write response channel (BRESP)
provides feedback on the outcome of write operations, indi-
cating success or errors. Furthermore, the protocol supports
user-defined signals (AXUSER, WUSER, RUSER, etc.), which
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Fig. 1. Modern SoC architecture with hardware accelerators in the pro-
grammable logic.

allow custom metadata to be passed alongside transactions for
specialized applications.

TEEs. To enhance security, manufacturers released hardware
support for implementing TEEs [13] [14]. Many embedded
SoCs rely on the Arm TrustZone technology [15], which
allows trusted applications to run in a TEE. To protect the
execution of trusted applications, TrustZone separates the
system resources into the Secure World and the Non-Secure
World. Memory regions, memory management unit (MMU)
page tables, peripherals, and interrupts are designated as either
Secure or Non-Secure, ensuring that sensitive data and oper-
ations remain accessible to the Secure World only. Moreover,
AXI bus transactions are marked with a security attribute to
recognize the world the bus managers belong to. This setup
allows TrustZone to protect secure applications and data, even
if the Non-Secure World (e.g., a rich OS) is compromised.
HPUs. While TEEs enable resource partitioning by security
level, system resources can also be partitioned to support
varying levels of criticality. This allows real-time, safety-
critical tasks to run alongside less critical tasks managed by a
rich OS. Heterogeneous SoCs include HPUs for enforcing the
isolation of system resources. The Memory Protection Unit
(MPU) enforces access control for memory regions, while
a Peripheral Protection Unit (PPU) manages access to the
peripheral address space. Designers can configure these units
to allow or deny access based on the bus manager ID value,
and the units will act accordingly (e.g., by generating an
interrupt) in case of a violation.

IOMMU. The IOMMU is a hardware component designed to
virtualize memory address spaces for peripherals and, more
generally, for bus managers. Specifically, the IOMMU maps
device addresses to physical addresses. The latest implemen-
tations of this unit support TEE, allowing distinct translation
regimes to be defined according to security levels.

ITI. SYSTEM AND THREAT MODEL

This section presents the system and threat model adopted
in this work.
System Model. We consider a heterogeneous system including
a PS and a PL FPGA unit that can host multiple HAs. All com-
ponents of the PS, including CPUs and peripherals, are aware



of TEE technology (e.g., Arm TrustZone) and communicate
over the bus using the AXI protocol. The PS includes two
multi-core CPUs. On the first CPU, either native applications
or virtual machines (VMs) managed by a hypervisor can be
executed. The second CPU runs a real-time operating system
(RTOS) where multiple tasks are scheduled. The HPUs are
configured to ensure exclusive access of the CPUs to specific
memory regions and peripherals. Both virtual machines (or
native applications) and RTOS tasks have access to a subset
of HAs in PL. The HAs need to share PL-PS ports for
accessing the PS. A secure boot process employs encryption
and authentication schemes for all the software partitions
(including the PL bitstream). In the following, we assume that,
when access to PL is shared between VMSs running on the same
CPU, the hypervisor is responsible for supervising the access
to HAs from each VM, so that VMs can only interact with
the HAs they have been granted access to.

Threat Model. We assume that secure boot cannot be com-
promised, e.g., the system is resistant to differential power
analysis attacks targeting the hardware root of trust (HRoT)
keys [16], [17]. We also assume that the adversary can take
control at run-time of the user applications and the OSes.
The trusted computing base is composed of boot loaders,
the hypervisor (if any), and privileged firmware (e.g., Arm
Trusted Firmware). In this context, threats are related to the
vulnerabilities and potential issues associated with the state-
of-the-art design workflows of FPGA-based heterogeneous
platforms:

o T1. HA-Driven Manipulation of AXI Bus Signals:
The HAs within the system can manipulate AXI signals,
which determine access to secure resources (AXPROT),
access priority on the DDR memory controller (AxQOS),
and control over access to processor caches (AXCACHE).
Malicious or compromised HAs could exploit these sig-
nals to bypass isolation.

o T2. Lack of Isolation on Shared PL-PS Ports: Com-
monly (as it is the case for the Ultrascale+), when HAs
share PL-PS ports, HPUs are unable to enforce distinct
access controls over memory and peripheral address
spaces. Instead, a single access control is applied to the
entire PL-PS port based on the bus manager ID. The
IOMMU cannot in turn be configured to apply separate
translation regimes (i.e., sets of rules for translating
virtual to physical addresses) for the HAs. This limitation
arises because the IOMMU associates translation regimes
either with a single ID linked to each PL-PS port or
with an ID obtained by combining the former with an
HA-controlled ID. This limitation allows an adversary to
exploit a compromised HA to access protected memory
regions or peripherals designated for other HAs or soft-
ware components.

« T3. Insufficient Protection of the IOMMU Configura-
tion Address Space: The IOMMU configuration address
space is generally memory-mapped and accessible to
all bus managers. When multiple bus managers require

access to configure the unit, the integrity of translation
regime configurations cannot be guaranteed. MPUs lack
the granularity to restrict access to specific page tables,
as they can only control access over the entire IOMMU
configuration address space.

o T4. Lack of PL Design verification: The source code
of HAs is vulnerable at the development stage, and it can
be manipulated to introduce hardware vulnerabilities or
trojans [3].

The design flow proposed in this research addresses T1 and
T2 by integrating two new IPs in the PL design: AXI Enforcer
and AXI ID Mapper (see Section V-A). T3 is handled by a
firmware component included in the boot process, which first
configures the translation regimes and then locks the [IOMMU
configuration address space (Section V-B). T4 is addressed
through a verification tool that analyzes the PL design and
checks for possible misconfigurations (Section V-C).

IV. RELATED WORK

Various solutions were proposed in previous work for
extending the concept of isolation to the PL, and different
approaches were used in practice. Before analyzing the related
work in this field, a taxonomy is introduced to classify the
existing solutions.

A. Taxonomy

1) Isolation Method. Tt defines the technology used for en-
suring isolation. Solutions proposed in the literature mainly
leverage one or more technologies: MPU, IOMMU, TEE
realized in PL, or a new architectural approach.

2) Isolation Level. It refers to the layer at which resource
isolation is enforced within a system. The isolation level can
be categorized as follows:

o Application Level: The OS assigns HAs to applications
and ensures isolation.

e« VM Level: VMs share access to the PL and the hypervisor
ensures the isolation of the HAs and their corresponding
memory regions.

o HD Level: HDs are isolated by the hardware design and
configuration.

3) AXI Signal Control. It refers to the ability to control
the following AXI signals for HAs: AXPROT (TrustZone),
AxQOS, and AxCACHE (specific to Arm platforms).

5) PL-PS port sharing. It refers to whether PL-PS ports can
be shared among multiple HAs without jeopardizing isolation.
6) Virtualization. It refers to the support for virtualization of
the memory address space exposed to HAs.

7) IOMMU runtime protection. It refers to whether the
IOMMU unit is protected from runtime reconfiguration.

8) PL Design Verification. It refers to whether the PL design
is verified at the development stage.

B. Related work analysis

The works reviewed in this section adopted different isola-
tion techniques for HAs in PL.



TABLE I

CLASSIFICATION OF RELATED WORK
R
- - s | 8
= =
= = 3|5 |€ |2 | &
g s | &% 2| |%
Related work Z Z : = 5|8 |78
Olson et al. [6] IOMMU | App. | X v v X X
Alam et al. [7] IOMMU | App. | X v v X X
Pham et al. (8] IOMMU | VM | X X v X X
Karabulut ef al. [9] MPU HD TZ | X X - X
Donchez et al. [10] MPU HD TZ | X X - X
Milan et al. [11] MPU HD TZ | v/ X - X
Armanuzz. et al. [12] | TEE HD X X v - v
Ren et al. [18] TEE App. | X X v - X
Benhani et al. [19] Architect. | HD TZ | X X - v
Gouveia et al. [20] Architect. | HD X v v - X
Asmussen et al. [21] Architect. | HD X v v - X
This Paper IOMMU | HD v v v v v

-: Not applicable, TZ: Only AXxPROT TrustZone control.

One common approach is utilizing the IOMMU to enforce
isolation in multi-tenant environments within the PL. Olson
et al. [6] proposed a solution called Border Control, which
leverages the IOMMU’s Address Translation Service (ATS)
to ensure that HAs adhere to memory access permissions
defined in the page table. This method confines accelerators
to the virtual memory space of their corresponding OS pro-
cesses. Alam et al. [7] presented an enriched IOMMU design,
called CryptoMMU, for improving scalability when dealing
with multiple untrusted accelerators. In this solution, cached
IOMMU translations related to HAs are authenticated using
secure hash functions, with authentication keys defined for
each pair of the form faccelerator, OS processg. Pham et
al. [8] proposed an FPGA OS that ensures memory isolation
for accelerators on the Xilinx UltraScale+ architecture. Their
system employs a kernel driver to configure the IOMMU and
map each accelerator to a dedicated translation regime.

Another possibility is to use an MPU-like approach to
protect access to shared memory. Emre Karabulut et al. [9]
extended the AXI crossbar switch by incorporating access
control functionality to secure AXI subordinate access, sup-
porting dynamic reconfiguration privileges and compatibility
with Arm’s TrustZone. Donchez et al. [10] leveraged the
XMPU_PL (Xilinx Memory Protection Unit for PL isolation)
[22] to safeguard access to HAs and restrict them to their
allocated memory regions. Milan er al. [11] presented an
SoC architecture that extends TrustZone to support multiple
environments that can be associated with different HAs.

Another relevant approach is building customized TEEs
inside the PL. BYOTee (by Armanuzzaman et al. [12]) is
a hardware-software co-design infrastructure for creating en-
claves with customized hardware in the PL, establishing a
dynamic root of trust for secure execution of sensitive appli-

cations. Ren et al. [18] proposed extending TEEs for multi-
tenant cloud environments by introducing an architecture that
uses the AccGuard [23] framework for secure and encrypted
communication between host and PL-based TEEs. AccGuard
is a hardware enclave framework supporting isolation and
remote attestation. The authors also extended the Coyote
framework [24] to enable virtualization. This framework pro-
vides OS abstractions and a variety of features for enhancing
the FPGA capabilities.

Different architectural approaches to guarantee isolation
of accelerators were proposed in previous work. Benhani et
al. [19] presented six distinct attacks to TrustZone’s security
mechanisms in FPGA-based SoCs and two new security con-
trollers to enhance access control and mitigate attacks. Gou-
veia et al. [20] introduced Midir, a manycore capability-based
architecture that uses hardware-based trusted components,
called T2H2, to manage access to shared resources. Asmussen
et al. [21], [25] presented M3, a hardware/software co-design
that implements isolation between cores and accelerators in a
heterogeneous system, leveraging a Network-on-Chip (NoC)
as a communication subsystem. Kurth ef al. [26] proposed an
IP called ID Remapper to set the AXI IDs to dynamic values.
However, if used in our context, crucial isolation requirements
would not be satisfied.

Table I classifies the related work according to the taxonomy
presented above. Solutions that rely on software components
only do not implement HD-level isolation and do not adhere
to our threat model. Many approaches also lack isolation
when PL-PS ports are shared between HAs, which is critical,
especially when the number of HAs exceeds the number of PL-
PS ports. IOMMU-based approaches overlook the possibility
of runtime reconfiguration of translation regimes, highlighting
the need to secure the IOMMU configuration address space.
MPU-based solutions, on the other hand, cannot provide mem-
ory virtualization. While using a dedicated TEE in PL is an
excellent strategy for establishing isolation, challenges emerge
when dealing with resource-constrained SoCs that have limited
PL area/resources. When a large number of HAs must reside
in the PL, the resources required to build the TEE can
hardly be available. Custom architectural solutions face similar
limitations, as they require substantial re-implementation of
the bus and memory subsystems. Most of those proposed in
previous work are also incompatible with Arm’s IOMMU and
TrustZone.

Most importantly, none of the previous works provided
control of critical AXI signals, such as AxQOS, which reg-
ulates access priority to the DDR memory controller, and
AxCACHE, which controls access to the processor caches,
thereby overlooking the potential risk for malicious HAs freely
manipulating these signals. In this regard, Bossuet et al. [27]
demonstrated the feasibility of Flush+Reload and Evict+Time
attacks by exploiting cache coherency mechanisms between
the PS and PL in modern SoCs. Some of the works provided
support for TrustZone by controlling the AXPROT signal only.
Finally, all but one of the works we reviewed did not address
PL design verification, leaving them susceptible to hardware



trojans that may be introduced by designers.

In summary, although various approaches were proposed to
isolate HAs, none of them implemented strong and resource-
efficient isolation at the HD level while enabling memory
virtualization and providing support for controlling critical
AXI signals and PL design verification. This work fills this
relevant gap.

V. DESIGN FLOW

The design flow presented in this section addresses the
challenge of achieving HD-level isolation while offering all
the features specified in the taxonomy of Sec. IV-A. To do so,
the proposed flow ensures the following requirements.

R1. Protected access from/to HAs. HAs needs to be pro-
tected from unauthorized access by PS managers while HAs
themselves must be prevented from performing unauthorized
accesses to PS resources.

R2. Dedicated IOMMU translation regimes for HAs.
Modern IOMMUs, such as the Arm’s SMMU, can implement
isolation by configuring separate translation regimes based
on an identifier and TrustZone security level. In the AXI
protocol, the identifier is called Stream ID. Typically, in
heterogeneous platforms including a PL unit, Stream IDs are
determined by (i) a PS hard-wired part and (ii) a flexible part
set by PL devices. The latter is specified through an attribute
called AXI ID. The HAs hence need to be associated with
a unique set of Stream IDs and a TrustZone security level,
so that the IOMMU can be configured to enforce a per-HA
translation regime, successfully implementing virtualization
and TrustZone compliance.

R3. Explicit management of critical AXI bus signals. HAs
can freely control critical AXI signals such as cache control
and QoS. As stated in the previous section, a malicious HA
can manipulate these signals to compromise the isolation of
the HDs. It is therefore required to control the TrustZone, QoS,
and caching AXI bus signals for each HA at the design stage.

R4. Configuration and locking of the IOMMU. In principle,
the IOMMU configuration address space can be accessed by
all bus managers. As such, the IOMMU translation regimes
must be configured during at boot time and locked at runtime.
This is crucial to prevent any component within an HD from
reconfiguring the IOMMU, which could compromise isolation.
RS. Anti-tampering. Software partitions and the PL bitstream
(i.e., its configuration) must be authenticated and encrypted
using an HRoT to prevent system tampering.

The proposed design flow is composed of three steps. (I)
To match requirements R1, R2, and R3 it requires integration
of two IPs in PL, which are presented in Section V-A. (II) To
match requirement R4, it requires to install a firmware com-
ponent, detailed in Section V-B. (III) To match requirement
RS, it mandates secure boot and PL design verification, which
are addressed in Section V-C. Specialized implementations of
these steps are discussed later in Section VI. Note that, since
the IPs are statically configured at design time, the design flow

cannot be applied in cases of dynamic partial reconfiguration
that require changes to their configuration.

A. Two new IPs to isolate HAs

We designed and implemented two new lightweight IPs:
AXI Enforcer and AXI ID Mapper (AIM). They are meant
to work in conjunction to fix the AXI attributes and dedicate
a set of Stream IDs to each HA. The PS hard-wired part of
a Stream ID is associated with the PL-PS port, while the PL
flexible part is specified in the AXI ID. AXI IDs are used
to implement multithreading in the AXI protocol, and their
values are either set by interconnection units, or by the IPs
themselves when directly connected to the PL-PS interface.
Consequently, the resulting Stream ID in the PS is out of the
control of designers.

The idea of the proposed approach consists in statically
assigning a set of AXI IDs to each HA in the PL design. In this
way, each HA will generate a set of unique Stream IDs to be
associated with a dedicated translation regime in the IOMMU.
Translation regimes are also matched based on the AXI
TrustZone security level. Fig. 2 provides a logical overview
of the proposed solution. First, an MPU unit is required to
protect the access to the HAs from the PS managers. The
AXI enforcer is then used to fix the TrustZone security level
signal (AxPROT), the AxQOS signal, and the AxCACHE
signal. It is also used to set the AXI user signal (AXUSER)
to the manager ID of the connected HA. Bus transactions
then pass through the interconnection unit to the AIM, where
the AXUSER signal identifies the manager interface and maps
incoming AXI IDs to a unique set for each HA. In this way,
the resulting Stream IDs will be uniquely associated with
the HA. The IOMMU can be configured to match the HAs
transactions to dedicated translation regimes while preserving
the TrustZone’s Secure/Non-Secure resource separation. The
next sections specify the details regarding the IP functionality
and configuration parameters.

1) AXI Enforcer: HAs are free to manipulate critical AXI
signals, being directly generated by them. Furthermore, when
a new transaction arrives from the manager port of an inter-
connect unit, it is common that AXI IDs do not consistently
match those of the source managers. For instance, this happens
with all the AMD PL interconnects we tested. To address
these issues, AXI Enforcer can be employed to enforce the
information transmitted on critical bus signals such as security
level (AxPROT), QoS (AxQOS), caching (AxCACHE), and
user-defined (AXUSER), on both read and write channels. All
the other AXI signals are propagated as they are.

The AXI Enforcer must be installed between the PL
manager interface and the subordinate port of interconnects.
Differently from the AXI ID, the interconnection unit does
not apply any modification to AXUSER signals. Therefore,
AXI Enforcer can set AXUSER signals to identify managers
at later stages on the bus. Enforcing the AxPROT signal to
a value chosen by the designer prevents HAs from changing
their TrustZone security level on the bus, thereby preserving
TrustZone-assisted isolation. As DDR memory controllers
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TABLE 11
AXI ENFORCER CONFIGURATION PARAMETERS

TABLE III
AIM CONFIGURATION PARAMETERS

Parameter Name Description Value Parameter Name Description Value
Range Range
AXI_ADDR_WIDTH | The AXI address channel width 12-64 AXI1_ADDR_WIDTH The AXI address channel | 12-64
AXI_DATA_WIDTH | The AXI data channel width 32-512 width
AxPROT_value The value of the AXPROT channel 0-7 AXI_DATA_WIDTH The AXI data channel width 32-512
AxXUSER_value The value of the AXUSER channel 0-1023 POOL_SIZE The pool size, i.e., number of | 1-64
AxQOS_value The value of the AxQOS channel 0-15 unique AXI IDs per manager
AXCACHE_value The value of the AxXCACHE channel | 0-15 NUMBER_OF_MANAGERS Number of isolated managers | 1-64
AXUSER_MAP_i AXUSER channel value asso- | 0-1023
ciated with the i™ pool
WRITE_REQ_BUF_SIZE Write request channel buffer | 2-64
prioritize AXI transactions based on the AxQOS values, it is s1ze
. . WRITE_BURST_BUF_SIZE| Write burst channel buffer | 2-64
also crucial to enforce AxQOS to values chosen by designers size
to prevent HAs from altering their access priority to memory.  ["WRITE_RSP_BUF_SIZE | Write response channel buffer | 2-64
Finally, also enforcing the AXCACHE signal allows restricting size
unauthorized access to the processor’s caches. The values READ_REQ_BUF_SIZE Read request channel buffer | 2-64
. . . S1Z¢€
to be enforced can be set by designers in the configuration I —erygiperBUF STZE [ Read burst channel buffer size | 2-64

parameters of AXI Enforcer, reported in Table II.

2) AXI ID Mapper (AIM): The interconnection unit is
directly connected to an IP called AXI ID Mapper (AIM).
The AIM can be configured to dedicate a set of unique AXI
IDs to each HA for both read and write channels. When a
transaction arrives, the AXI ID provided by the interconnection
unit is mapped based on the AXUSER signal value configured
by AXI Enforcer. The resulting Stream IDs on the PS will
uniquely identify the HA that has originated the transaction.
On the response, the AIM maps the incoming AXI ID to
the original value. In this way, the interconnection unit can
correctly route the response to the HA according to its AXI
thread assignment. The configurable parameters of AIM are
summarized in Table III.

AIM works on pools, which are unique sets of AXI IDs ded-
icated to an HA. The number of pools in AIM is configurable
at design time, based on the number of HAs to be supported
(each HA is assigned a pool). For each pool with index i,
a corresponding configuration parameter AXUSER_MAP_i,
which defines the maximum number of AXI IDs associated
with the HA, is provided (see Table III) to match with the
value carried by the AXUSER signal. Each pool hence contains

POOL_SI1ZE AXI ID values, which are incremental. The first
pool contains values from 0 to (POOL_SIZE 1), the second
from POOL_SIZE to 2 (POOL_SIZE 1), and so on. The
larger the pool size, the larger the number of out-of-order
transactions that the AIM can handle. In the design flow, it
is sufficient to fix the POOL_SI1ZE parameter to the number
of threads the interconnection unit can generate. Given the
pool size, the maximum number of HAs that can be isolated
is given by
2AXID_Width

POOL_SIZE’ W

where AxID_Width is the length in number of bits of the AXI
ID (e.g., for the AMD UltraScale+, AxID_Width=6).

When setting POOL_SI1ZE=1, the maximum number of
HAs is 64. However, as interconnection units usually have
a limited number of subordinate ports, a cascade of intercon-
nections is required to sustain a large number of HAs.

The AIM unit includes FIFO buffers to store pending
transactions for write and read operations on both the AXI

N managers_max —_



response, burst, and request channels. This buffering mecha-
nism helps maintain a continuous flow of transactions between
AXI endpoints by temporarily storing information when one
side is not ready to receive or process them immediately. This
reduces the idle time and maximizes the utilization of available
bandwidth. When a new manager transaction reaches the AIM,
the target subordinate interface may not be ready to process
it. This is established by checking the XREADY channels.
Instead of waiting for the subordinate to be ready, the AIM
keeps accepting transactions and stores them in internal FIFO
buffers. When the subordinate is ready, the AIM will send
the stored transactions in FIFO order. The buffer parameters
in Table III (i.e., those that include the BUF label) define the
size of the buffers for each channel. The larger the buffer, the
more transactions the AIM can process without initiating an
XxREADY handshake. Once the buffer is full, the AIM asserts
its XREADY signal to halt the manager. The AIM complies
with the following behavioral rules:

1) The AIM can receive both AXI read and write transac-
tions. It handles them using separate FIFO buffers.

2) Upon receiving a valid request, if the target request buffer
is not full, the transaction is buffered and the original AXI
ID is replaced with a new value from the assigned pool
selected from the AXUSER value identifying the manager.

3) Upon receiving a valid response, if the target response
buffer is not full, the transaction is buffered and the AXI
ID is reset to its original value.

4) On the rising edge of the clock, if the target subordi-
nate interface is ready, the AIM sends the first buffered
transaction, if any, and removes it from the buffer.

5) The AIM sets the corresponding xXREADY signal when
the buffer for that channel is full.

6) In the event of a design configuration error (e.g., the
AIM subordinate interface receives an AXUSER that is
not mapped), an interrupt notification signal is sent.

In bus communication, both the PL-PS interface and the
interconnection unit may assert ready signals to indicate they
cannot receive a response or request. AIM Buffers are used
to minimize the latency by AIM during these events. Larger
buffers allow the AIM to store more transactions, reducing
ready handshakes and increasing area utilization. This trade-
off is analyzed with experiments in Section VIII.

B. Configuring and locking the IOMMU

A firmware component is in charge of managing the
IOMMU. As any AXI manager can potentially access and
modify the translation regime of the HAs, compromising HD
isolation, the IOMMU configuration must be protected. The
firmware is hence required to first configure the IOMMU with
the desired translation regimes and then lock the IOMMU
register address space, so that no unauthorized modifications
can be performed to jeopardize isolation. The First-Stage Boot
Loader (FSBL), commonly present in SoCs, is responsible for
initializing the hardware and loading the second stage boot-
loader (e.g., U-Boot), setting up the basic system configuration
and secure environment before transitioning to the next stage

of the boot process. Our firmware component can hence be
executed at the end of FSBL operations. After it executes, no
modifications to the memory virtualization scheme are allowed
unless required by privileged software components that are
part of the trusted computing base, e.g., a hypervisor.

C. Secure Boot and PL design integrity

When considering the proposed design flow, it is important
to address the potential threats that could compromise the
security of the system. The design flow enables HD-level
isolation within the PL design. When working with complex
heterogeneous systems running mixed-criticality applications,
designers may either need to deal with untrusted (low-critical)
HAs or inadvertently introduce vulnerabilities by means of
malicious HAs (e.g., hardware trojans). To address these
issues, our design flow integrates a verification tool to auto-
matically validate the PL design, ensuring that both AIM and
AXI Enforcer are installed and properly configured. Malicious
users with access to the physical system may also attempt
to modify one of the boot partitions or the PL bitstream to
compromise the isolation between HDs. For this reason, the
last step of the design flow consists in configuring a secure
boot for enabling the authentication and encryption of the
boot partitions, including the validated PL design. At the core
of a secure boot process is the concept of HRoT. A HRoT
is a secure, immutable component embedded within a SoC
that serves as the foundation for establishing the system’s
integrity. It performs the authentication and decryption of the
boot partitions to ensure that the system only boots with
trusted software. A realistic secure boot process integrated
with our design flow, based on the AMD UltraScale+’s HRoT
implementation, is described in detail in the following section.

VI. IMPLEMENTATION

The implementation of the design flow is carried out on
the AMD/Xilinx UltraScale+ MPSoC platform, which matches
the characteristics of the typical heterogeneous SoC presented
in the background section. The PL available on this plat-
form can host multiple HAs, such as processors for artificial
intelligence (AI), crypto accelerators, DMAs, and various
protocol interfaces (e.g., SPI, UARTs, CAN). The proposed
design flow can be utilized by designers seeking to implement
HD-level isolation while ensuring full compliance with the
features outlined in the taxonomy. Fig. 3 illustrates the steps
when specializing the proposed design flow for the AMD
Ultrascale+, starting from a block design that includes AXI
Enforcer and AIM modules. The isolation capabilities of the
design flow have been validated through software programs
that instruct HAs to attempt illegal access to memory regions
across different HDs and to use forbidden AXI signal control
values.

Portability. The design flow is conceived for AXI in general
and Arm-based SoCs. While the implementation is specialized
for UltraScale+ in the following, it can be adapted to other
platforms (e.g., those produced Intel/Altera).
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Fig. 3. Block diagram of the proposed design flow steps for AMD Ul-
traScale+. The final output is a BOOT.bin file containing authenticated and
encrypted executable binaries along with the authenticated and encrypted PL
bitstream.

A. Verified PL Design

Configuring the PL design to match the architecture in Fig. 2
requires considerable effort from designers. To simplify and
automate this process, we developed a tool (written in Python)
compatible with the AMD Vivado design suite. This tool takes
two input configuration files that the designers must provide
to specify the isolation requirements for the HDs:

1) An exported block design from the Vivado project in Tool
Command Language (TCL).
2) A JSON file specifying the HD scheme, including:

o The set of HAs assigned to each HD, identified by a
unique number.

o The number of AXI threads used by each HA.

The values of AXI signals AXUSER, AxPROT, Ax-

CACHE, and AxQOS for each HA (see Section V-Al).

o The desired access bus priority for each HA.

The tool parses the TCL block design and matches each IP
configuration based on its name in the design. It then verifies
the connections and validates the AIM and AXI Enforcer
parameters. Finally, it outputs the set of Stream IDs associated
with each HA and generates warnings if the priority access
scheme defined in the configuration file does not align with
the AxQOS-assigned values. Fig. 4 shows an example template
of the JSON configuration file. Fig. 5 illustrates the Vivado
design used to isolate two central DMA (CDMA) units. The
AXI Enforcer fixes the AXI signals reported above, while
the SmartConnect interconnection unit from AMD/Xilinx [28]
manages data flow. Finally, the AIM maps the transaction to
a predefined set of AXI IDs, resulting in a dedicated set of
Stream IDs in the PS. Notably, the AXI SmartConnect does not
enforce AXI ID signals [28, p. 17], making the AIM essential

{
"IP_Name': "<value>",
""Hardware_Domain_ID": ''<value>",
"“AXI1_Threads™"™; "<value>",
"AXUSER": "‘<value>",
“"AXPROT": "<value>",
"AXCACHE": "‘<value>",
"AXQO0S': "<value>",
"Bus_Priority": "<value>"

¥

Fig. 4. Example template of the JSON configuration for the PL design verifier.

for enforcement.

B. PS Design

A subset of the PL-PS interfaces of the UltraScale+ are
subject to SMMU virtualization. The HP and HPC ports are
the only PL-PS interfaces passing through the SMMU, while
the remaining ports cannot be utilized for enabling memory
virtualization. The stream-to-context mapping feature of the
SMMU is used to map Stream IDs to different translation
contexts. The SMMU can be configured to match the Stream
IDs of transactions generated by HAs traversing the PL-PS
interfaces. This enables the association of different contexts
with the PL HAs to apply a dedicated translation regime.
Secure context banks can be dedicated to the HAs flagged as
TrustZone-secure. Translations can be organized in one or two
levels. This is useful for a two-stage translation when running
VMs upon a hypervisor.

When considering the PL-PS ports in the UltraScale+, the
Stream ID has the following structure:

o Translation buffer unit (TBU) number (bits 14 to 10).
o Manager ID (bits 9 to 6).
o AXI ID from the PL manager (bits 5 to 0).

Each PL-PS port is connected to a single TBU unit and it is
identified by a unique manager ID. The AXI ID serves two
purposes: identifying the transaction’s originating manager in
the PS via the Stream ID and implementing transaction threads
within the AXI protocol. Transactions with the same AXI ID
must be returned in order, while those with different AXI
IDs can be completed out of order. When connecting multiple
managers to a single PL-PS port, a SmartConnect is needed.
The AXI IDs originated by the connected HAs are modified by
SmartConnect according to one of two possible configurations,
(i) Single-ordered mode or (ii) Multi-threaded mode. In single-
ordered mode, the transactions issued by HAs are propagated
and returned in order. The propagated AXI ID has always a
value of 0. On the other hand, in Multi-threaded mode the
transactions issued by HAs share a set of AXI IDs that are
dynamically assigned by the SmartConnect. In multi-threaded
mode, the SmartConnect remaps the original AXI ID of the
HA into one of the free AXI IDs available in a set. The size of
the set specifies the number of threads that the SmartConnect
can generate. When a transaction ends, the AXI ID is freed
up and becomes available for a new transaction, which could
be initiated by a different HA. In both configurations, HAs







