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Keywords: As machine learning models become increasingly deployed across the edge of internet of things
Distributed DNNs environments, a partitioned deep learning paradigm in which models are split across multiple
Secure Al computational nodes introduces a new dimension of security risk. Unlike traditional inference
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Secure IoT
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Feature distillation

setups, these distributed pipelines span the model computation across heterogeneous nodes
and communication layers, thereby exposing a broader attack surface to potential adversaries.
Building on these motivations, this work explores a previously overlooked vulnerability: even
when both the edge and cloud components of the model are inaccessible (i.e., black-box), an
adversary who intercepts the intermediate features transmitted between them can still pose a
serious threat. We demonstrate that, under these mild and realistic assumptions, an attacker can
craft highly transferable proxy models, making the entire deep learning system significantly
more vulnerable to evasion attacks. In particular, the intercepted features can be effectively
analyzed and leveraged to distill surrogate models capable of crafting highly transferable
adversarial examples against the target model. To this end, we propose an exploitation strategy
specifically designed for distributed settings, which involves reconstructing the original tensor
shape from vectorized transmitted features using simple statistical analysis, and adapting
surrogate architectures accordingly to enable effective feature distillation.

A comprehensive and systematic experimental evaluation has been conducted to demon-
strate that surrogate models trained with the proposed strategy, i.e., leveraging intermediate
features, tremendously improve the transferability of adversarial attacks. These findings un-
derscore the urgent need to account for intermediate feature leakage in the design of secure
distributed deep learning systems, particularly in edge scenarios, where constrained devices are
more exposed to communication vulnerabilities and offer limited protection mechanisms.

1. Introduction

The growing adoption of deep learning across a wide range of application domains, including internet of things (IoT) and
edge artificial intelligence (AI), has led to an increasing interest in partitioned learning and inference, paradigms in which a deep
neural network (DNN) is divided across multiple heterogeneous nodes [1-5]. In a standard vertical partitioning scheme, the setting

* Corresponding author.
E-mail addresses: giulio.rossolini@santannapisa.it (G. Rossolini), fabio.brau@unica.it (F. Brau), alessandro.biondi@santannapisa.it (A. Biondi),
battista.biggio@unica.it (B. Biggio), giorgio.buttazzo@santannapisa.it (G. Buttazzo).

https://doi.org/10.1016/j.i0t.2025.101795
Received 9 July 2025; Received in revised form 4 September 2025; Accepted 7 October 2025

Available online 10 October 2025
2542-6605/© 2025 Elsevier B.V. All rights are reserved, including those for text and data mining, Al training, and similar technologies.


https://www.elsevier.com/locate/iot
https://www.elsevier.com/locate/iot
https://orcid.org/0000-0002-6404-2627
https://orcid.org/0000-0002-9948-111X
https://orcid.org/0000-0002-6625-9336
https://orcid.org/0000-0001-7752-509X
https://orcid.org/0000-0003-4959-4017
mailto:giulio.rossolini@santannapisa.it
mailto:fabio.brau@unica.it
mailto:alessandro.biondi@santannapisa.it
mailto:battista.biggio@unica.it
mailto:giorgio.buttazzo@santannapisa.it
https://doi.org/10.1016/j.iot.2025.101795
https://doi.org/10.1016/j.iot.2025.101795
http://crossmark.crossref.org/dialog/?doi=10.1016/j.iot.2025.101795&domain=pdf

G. Rossolini et al. Internet of Things 34 (2025) 101795

1 Cloud

Fig. 1. Comparison of the classic black-box threat scenario with the proposed partitioned threat scenario. In our setting, an attacker can also
exploit the transmitted intermediate features to build a highly transferable surrogate model.

addressed in this work, the initial layers of the model are executed locally on the edge device, while the remaining layers are
offloaded to the cloud.

While the partitioned paradigm offers clear advantages in terms of efficiency and scalability, it also introduces new security
vulnerabilities. In the broader context of secure and robust Al, deep learning models are known to be susceptible to evasion
attacks [6,7], in which adversaries craft subtle perturbations to input data that lead to incorrect predictions. Although a large
part of the literature focuses on white-box scenarios, where the attacker has full access to model parameters and gradients, such
assumptions are often unrealistic in practice.

More practical threat models, in fact, adopt a black-box setting, in which the attacker has no knowledge of the architecture and
inner parameters of the target model and can only rely on the outcome on known samples through a query-feedback mechanism.
Under these constraints, a common procedure involves first training a surrogate network to approximate the behavior of the
target model and then crafting adversarial examples on this surrogate in the hope that they transfer to the target [8-10]. In
this setting, we argue that partitioned inference introduces a broader and largely underexplored adversarial surface: in addition
to inputs and outputs, partitioned models transmit intermediate features across computing nodes, which may be intercepted in
unprotected or misconfigured environments, as illustrated in Fig. 1. This represents a realistic threat in resource-constrained IoT
deployments [11,12]. In fact, such intercepted features can be used to train more accurate surrogate models, significantly enhancing
the effectiveness of transferrable attacks, as further discussed in Section 2.

This work investigates the vulnerabilities introduced in partitioned models by showing how intermediate feature leakage in
partitioned inference can be exploited to train surrogates suitable for generating more transferable attacks than with previous
techniques for non-partitioned networks [8], thereby significantly enhancing the effectiveness of black-box adversarial attacks. A
practical threat model is considered, in which an adversary is capable of intercepting serialized features transmitted between the
edge and cloud. First, we demonstrate that the original tensor shape and spatial structure of these serialized features can reliably be
reconstructed through statistical analysis. Building on this, we propose a feature-aware surrogate training strategy, which leverages
the reconstructed hidden states to approximate the behavior of the target model more accurately.

An extensive experimental analysis has been conducted to evaluate the impact of exploiting intermediate features, highlighting
the significant gains in adversarial transferability achieved by feature-aware training of the surrogate models. These improvements
are consistently observed across different attack methods and datasets, resulting in substantially higher attack success rates. For
example, in a query-based black-box attack on CIFAR-10 [13] such as GFCS-#, [9] with ¢, = 1.0, the success rate increases from
69% to 96% on a ResNet56 target when using a VGG16 surrogate trained with intermediate features, compared to a surrogate
trained without accessing them. Similarly, in the context of transferable attacks, a PGD-#, [14] attack with e, = % directed to
the surrogate model achieves a 96% success rate when transferred to the target model, whereas the success rate drops to only 61%
when intermediate features are unknown.

Supported by the results presented in the following, this work offers, to the best of our knowledge, the first step towards the
understanding of the effectiveness of feature distillation in enhancing surrogate model adversarial transferability. This is particularly
relevant in practical scenarios involving partitioned neural networks, emphasizing the need to revisit existing security assumptions
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and to develop new defense mechanisms tailored to collaborative and distributed learning environments. The code is available at
this link.!
In summary, this work makes the following contributions:

It presents a novel threat model for black-box attacks, which particularly fits with a partitioned scenario, emphasizing the
exploitation of intermediate feature transmission between nodes.

It presents an efficient yet effective covariance matrix analysis technique that enables the reconstruction of the shape of feature
tensors from their serialized form used for transmission between edge and cloud.

It proposes a feature distillation strategy within the context of black-box partitioned learning to build and train surrogate
models, enabling attacks and principled security analysis based on the presented threat model.

It validates the proposed threat model and methodologies through an extensive suite of experiments, highlighting the higher
transferability of multiple attacks when using surrogate models informed by knowledge of internal features. Furthermore, an
in-depth analysis is conducted by testing different partitioned configurations, thereby providing useful insights and practical
guidelines for the attacker.

The remainder of this paper is organized as follows. Section 2 reviews related work in security and partitioned learning, clarifying
the motivations for our study. Section 2 formalizes the threat model and provides the necessary background. Section 4 describes
the proposed methodology for reconstructing the shape of intercepted intermediate features and for training a feature-informed
surrogate model. Section 5 presents the experimental results. Finally, Section 6 concludes the paper and outlines future research
directions.

2. Related work and motivations

This section reviews the related work across two complementary perspectives. First, we examine the broader security challenges
of distributed edge Al systems; then, we focus on evasion attacks and the role of surrogate models in enhancing black-box adversarial
strategies.

Security challenges in distributed edge AL The evolution of distributed and collaborative learning paradigms has enabled the
development of dedicated frameworks and studies [15,16], allowing for reliable and efficient data and model sharing across multiple
computational nodes. However, the distributed nature of these systems, which span heterogeneous devices and communication
layers, significantly expands the attack surface, making them more susceptible to intrusions, unauthorized access, and data leak-
age [12,17-19]. For example, botnet attacks leveraged default credentials to compromise multiple of devices, while vulnerabilities
in communications stacks have enabled remote code execution and device compromise across diverse platforms [18,20]. Hardware-
based side-channel attacks have also shown that attackers can exploit power, timing, or electromagnetic leakage from IoT devices
to infer cryptographic keys or firmware contents [21], which can then be used to extract transmitted packets between nodes.
These issues are especially pertinent in resource-constrained environments such as IoT and edge Al, where limited computational
capabilities often coincide with weaker security protections. To better highlight the practical implications and feasibility of exploiting
these weaknesses from an attacker point of view, Section 3.3 presents a set of case studies that supports the threat model discussed.

All such issues suggest so that in Al-driven distributed systems intercepted data may include not only the inputs and outputs of
DNNs, but also intermediate feature representations exchanged during inference. In such contexts, these vulnerabilities can expose
the system to various Al attack strategies. Previous research has begun to investigate these concerns in collaborative learning
paradigms such as federated learning and split inference, with a primary focus on the integrity and confidentiality of AI models. For
instance, studies have shown that intermediate representations can leak sensitive information [19,22,23] and model authenticity
can be compromised through backdoor insertion in distributed settings [24]. However, while these efforts mainly addressed privacy
leakage and training-time poisoning attacks, the impact of exposing intermediate features to evasion attacks (e.g., adversarial
examples) is still not sufficiently explored [19,25]. Understanding and addressing such a vulnerability is crucial, as it reveals a
realistic and novel threat model in partitioned inference systems.

Black-box attacks and the role of surrogate models. Recent research has extensively demonstrated the vulnerability of DNNs to
adversarial perturbations that lead to incorrect predictions [14,26-28]. A large portion of these studies focused on a white-box
setting, where the attacker has full access to the target model’s architecture and parameters. In such cases, the attacker can directly
compute gradients to optimize adversarial examples through well-established optimization techniques. In contrast, a more realistic
threat model (i.e., black-box) assumes that the attacker has no access to the weights and the internal structure of the target model.
Here, the attacker can only interact with the system via input-output queries, which may reveal predicted class labels or, in some
cases, full output probabilities [29,30].

Early black-box approaches were based on gradient-free optimization techniques, such as zeroth-order methods or evolutionary
strategies [31,32], which approximate gradients by repeatedly querying the target model. However, these techniques often suffer
from a prohibitively large number of queries required to mount an effective attack, which can comprise the feasibility and success
of the attacks. To mitigate this problem, recent approaches enhanced black-box attacks by leveraging surrogate models [9,10,33].

1 https://github.com/giuliorossolini/partitionedInferenceAttacks
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Such surrogates act as proxies for the target and guide the gradient estimation process, significantly reducing, or even eliminating,
the need for queries and improving the success of the attack. In this context, it is worth noting that the effectiveness of such methods
largely depends on the transferability property between the surrogate and the target model; that is, adversarial examples crafted to
mislead the surrogate are likely to transfer to the target [34].

Despite their effectiveness, many existing works assume overly optimistic conditions for constructing surrogate models, often
relying on the public availability of pretrained models that closely resemble the target [35,36]. This assumption rarely holds
in practical applications, particularly in industrial or IoT scenarios, where the attacker cannot depend on publicly available
architectures or datasets [37,38]. Papernot et al. [8] addressed this challenge by proposing a method to train surrogate models
through knowledge distillation based on the target input—output behavior using offline queries, a concept that also underpins
techniques in model extraction and model stealing [39,40].

Given the importance of transferability of the surrogate model in black-box attacks, yet often limited by restricted access
in real-world scenarios, this work argues that, in partitioned Al systems, intercepted intermediate features offer a powerful and
underexplored source of knowledge to boost surrogate fidelity beyond input-output distillation.

3. Background and threat model

This section introduces the necessary formalism for discussing the methodologies used in partitioned DNNs scenarios and evasion
attacks. Then, it formalizes important properties and assumptions of the proposed threat model.

3.1. Classic and partitioned DNNs

In a standard (non-partitioned) model setting, an input sample x € RN~ is processed by a DNN f : R¥x — R™y to produce an
output y = f(x). Here, N, and N, denote the dimensionalities of the input and output spaces, respectively. For instance, in the case
of classical image classification, N, typically represents the input tensor shape C, x H, X W, (i.e., number of input channels, height,
and width), while N, corresponds to the number of output classes. This classical DNN setup assumes full model availability and no
splitting between multiple computing nodes.

In contrast, partitioned inference (also referred to as split inference) introduces a structural decomposition of the model across
different execution environments, typically involving an edge device and a cloud server. For simplicity, we consider a bipartite
split into these two components; however, the notation and methodology can be readily extended to settings with more than two
partitioned nodes.

As illustrated in Fig. 1, the target model f is decomposed into two sequential components. The edge-side model, denoted by
fe : RV - RM., is deployed on an edge node and consists of L, layers that transform the input x into an intermediate
representation of dimension N . The cloud-side model, denoted by f. : RV — RN is deployed in the cloud and comprises the
remaining L, layers that map the intermediate features to the final output prediction. The overall model is thus defined as the
composition:

F) = (feo f)X) = fulfe(x), Vx € RMx,

where the o operator denotes the composition of functions.
3.2. Adversarial attacks and surrogates

Adversarial attacks aim at crafting small, human-imperceptible perturbations é applied to an input x with label y, such that the
perturbed input ¥ = x+§ causes the target model f to produce a wrong classification, i.e., (%) # y. In the case of untargeted attacks,
the objective is simply to induce any incorrect prediction, and the problem is typically formulated as the following optimization:

rrgin Lago(f(x+6),y) subjectto 5], <e, (€))

where L ,,, is a classification loss function (e.g., opposite of the cross-entropy), ¢ bounds the perturbation magnitude, and p denotes
the chosen norm (commonly p = 2 or p = ). In practice, in addition to constraining the perturbation magnitude, a box constraint is
also applied during optimization to ensure that the final input remains in a valid format; for example, pixel values are constrained
to lie within the range [0, 1].

Solving the problem of Eq. (1) primarily requires a white-box setting, where the parameters and gradients of the target model f
are fully accessible to the attacker. However, this assumption does not hold in more constrained scenarios, as discussed in Section 2,
where only limited information about f, such as input—-output query pairs, can be leveraged. In such cases, the attacker operates
in a black-box setting, where the use of a proxy surrogate model becomes essential. For example, white-box attack techniques can
be applied to optimize adversarial examples on a surrogate model, which may then be used to attack target models, assuming
sufficient transferability [34]. This surrogate, denoted as g : RNx — R"™», must be trained in advance to approximate the behavior
of f, assuming that no pretrained version is available for the task at hand.

Surrogate distillation. A standard approach for training such a surrogate model under the black-box setting is to minimize a
similarity loss between the surrogate’s output and that of the target model, computed over a set of queries based on samples available
to the attacker X = {x;,...,xy }. When the predicted probabilities or logits of f are accessible, the similarity loss can be defined as:

Loyt =

N
- ; D (g6, f(x)) @
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where D(-,-) is a divergence or distance function, such as the Kullback-Leibler divergence or the mean squared error [41,42].

In this context, ensuring that the surrogate model closely replicates the behavior of the black-box target model is crucial for
improving attack transferability. We argue that significant insights can be gained by extending this framework to incorporate
the knowledge of intermediate features of the target model, when such information is available. This additional supervision can
further enhance the training of the surrogate model and improve the effectiveness of Eq. (2) in aligning the surrogate’s internal
representations with those of the target.

3.3. Threat model

Inspired by the relevance of black-box attacks in classical DNN settings, this paper investigates a more relaxed yet practical
black-box threat scenario that is particularly relevant for distributed learning and inference. In this setting, the target model f is
partitioned across two nodes, such that f = f.o f.. A key assumption in such a threat model is that the attacker, in addition to
potentially observing the final outputs of f, can also intercept the intermediate features f.(x) transmitted between the edge and
cloud nodes, while still not having access to the model parameters of the edge part f,.. This reflects a realistic attack surface in
collaborative inference scenarios, where communication links may be vulnerable to passive inspection (e.g., side-channel attacks
or data sniffing), as further discussed in the related work (Section 2) and in some practical exploitation cases below. Under this
threat model, the next section shows how the attacker can train a surrogate model g, which is also partitioned as g = g. o g., with
the objective of approximating both the intermediate representations and the final output behavior of the target model. To achieve
this, the surrogate model is trained on the attacker dataset X using multiple-term objective function that combines feature-level and
output-level supervision.

Main challenges. Although the adopted threat model represents a relaxed variant of the classical black-box threat model, it is
highly relevant in the context of distributed learning. Nevertheless, the practical realization of this threat model involves several
non-trivial challenges, even under the assumption that intermediate features can be intercepted during transmission.

1. Unknown feature shape due to serialization. Even when the attacker is able to intercept the transmitted features, the raw tensor
format is often serialized for transmission (e.g., flattened for compatibility with communication protocols). As a result, the
original dimensionality N, = (C,, H,, W,) of the feature tensor is no longer explicitly available and is typically reconstructed
only on the cloud side.

2. Unknown architecture and splitting point. Since the architecture of the target model f is unknown, and the exact location of the
target splitting point is also unknown, it is infeasible to directly identify a surrogate architecture that contains an intermediate
layer matching the dimensionality of the intercepted features.

Practical exploitations. This section presents two cases of exploitation that are practically relevant under the adopted threat model.

Case (1) Edge and cloud nodes communicate with encrypted communication. Model inference on the edge node is handled in a
trusted execution environment (TEE) so that unauthorized infiltration in the edge node at the application and operating system level
does not allow obtaining access to the model parameters. The attacker can however dispose of a side channel, e.g., stimulated by
transient execution [43], to exfiltrate a small portion of information from the TEE, thereby being capable to retrieve the intermediate
features f.(x) or the key used to encrypt data in the edge-cloud communication, while not being capable to exfiltrate all model
parameters due to the very low bandwidth of the side channel.

Case (2) The edge and cloud parts of the model are made available as a service from a third party [44]. The attacker is a service
user and intends to craft adversarial attacks for the split model with the purpose of damaging other service users. Being a service
user, the attacker has legitimate access to the intermediate features but not to the model parameters.

4. Exploiting the vulnerabilities

To address the first challenge and reconstruct the original feature shape from the attacker’s point of view, Section 4.1 presents
an efficient yet effective method based on covariance matrix analysis. By collecting a batch of intercepted feature transmissions, it
is possible to estimate the spatial structure of the features, enabling a reliable reconstruction of the intermediate feature tensor. The
second challenge is addressed in Section 4.2 by introducing an adaptation block that allows selecting a compatible splitting point in
the surrogate architecture. This adaptation block transforms the surrogate’s intermediate tensors to match the dimensionality of the
intercepted features from the target model. As a result, it enables effective knowledge transfer through the distillation loss in Eq.

(2).
4.1. Estimating feature spatial dimensions

As commonly studied in AI models for vision tasks, the feature tensor produced by the edge-side model f,(x) is typically
structured as N 7, =(Cy Hy Wy), with C o Hys and Wy, denoting the number of channels, height, and width of the edge features,
respectively. The batch dimension is omitted for simplicity (e.g., we work under the assumption that attackers can observe outputs
on a per-sample basis).

In partitioned inference settings, intermediate feature tensors are transmitted over the network in a vectorized (i.e., flattened)
form, thereby obscuring their original spatial and channel-wise structure. In accordance with the proposed threat model, during
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client-to-server transmission, this flattened representation is accessible to a potential adversary, while internal features in the edge
and cloud parts are unknown. We denote this as a vector h= seq(f,(x)), where heRlandd=C v, Hy - Wy,

From the attacker’s perspective, the key challenge is to infer the original spatial dimensions (C,,H , W, ) from h, despite
lacking prior knowledge of these values, by analyzing statistical patterns in h. Specifically, let B = {x{,...,xy} be a batch of N
input images, and let {&,,...,hy} C RY denote the corresponding set of flattened feature vectors extracted from the edge model.
We then construct a feature matrix X € RV*?, where each row corresponds to one flattened feature vector: X = [ET;E; ;71]TV].
The sample covariance matrix is then computed as:

= %(X —X)T(X = X) € Réxd, &)

N
o1 - 4
where X—NZhieR.

As illustrated in Fié.12, the matrix X reveals a grid-like structure that reflects the spatial regularity of the original feature
maps. In particular, periodic block diagonals emerge, corresponding to correlations between spatially adjacent rows in the original
two-dimensional layout. This results in visually distinct square-shaped blocks of size W, X W}, along the main diagonal of X. By
analyzing the size of these blocks, either through visual inspection or via automated methods, the spatial width W, can be accurately
estimated.

Once Wy, is known, the attacker can also estimate the spatial height H  , without prior knowledge of the number of channels C .
This can be achieved by leveraging the known spatial ratio in the input space r, defined as r = H, /W,, which is typically preserved
in convolutional neural networks across intermediate feature representations. In the following experiments, square-shaped input
images (and consequently their intermediate feature maps) have been analyzed (H,, = W/ , i.e., r = 1), a common design choice
in many deep learning frameworks and benchmarks. However, in the general case, once the spatial width W has been estimated
using the proposed method, the corresponding height can be recovered as H; = r- W}, . Finally, the number of channels C, is
obtained as C, =d/(H, - Wj).

Note that, for an automatic analysis of covariance matrix X, it is possible to compute the autocorrelation of row-wise mean as
R(k) = ZL " H; - My, Where y; denotes the mean of the ith row of X, and k > 0 is the lag value, representing how far the row-mean
vector is shifted to evaluate its similarity with itself (i.e., to estimate possible patch sizes). The size W, can then be estimated by
finding the value of k for which R(k) exhibits its highest peak. An example of autocorrelation analysis? is illustrated at the bottom
of Fig. 2 for k € [0,200] and N = 256.

In the experimental section, the effectiveness of the proposed approach is validated under a variety of conditions, evaluating the
impact of batch size and testing across different network architectures as well as various edge/cloud partitioning points.

4.2. Building the partitioned surrogate model

Once the original shape of the intercepted intermediate features is extracted, it is possible to design and train an effective
surrogate model to produce highly transferable adversarial attacks.

Adapting a reference surrogate model. In the considered scenario, it is essential to define a surrogate model g = g, o g,, where the
edge component g, produces features whose shape N, ¢, matches the intercepted feature shape N s, of the target edge model f,. To
achieve this, we start from a reference surrogate architecture, denoted by g, and select an internal split layer such that § = g, o g,.
At this initial stage, the output features of g, may differ from those of the intercepted features f,(x), both in spatial resolution and
channel dimensionality.®

Such a mismatch was resolved by introducing an adaptation encoder block Ag, placed immediately after g,, which transforms
its output to match the dimensions of the intercepted features f,(x). As illustrated in Fig. 3, the resulting composition defines the
final edge-side component of the surrogate as g, = Ay og,. The design of the adaptation block is straightforward and addresses
mismatches in both channel and spatial dimensions. For channel alignment, a 1 x 1 convolutional layer projects the original channel
dimension C; to the target dimension C, . For example, when adapting from the output of VGG16 with 512 channels to the
intermediate representation of ResNet56 with 256 channels, the 1 x 1 convolution has kernel parameters of shape (256,512, 1, 1).
A ReLU activation follows the projection to preserve non-linearity. For the spatial alignment, differences in spatial resolution are
handled by a cascade of upsampling and downsampling modules. Upsampling is implemented using transposed convolutions with
stride 2, while downsampling uses strided convolutions. A final interpolation layer ensures that the output exactly matches the
intercepted spatial dimensions (H, , W/ ).

Once the surrogate edge component g, is aligned with the target edge output, the input is also adapted to the original surrogate
cloud component g,. This is done by using an adaptation decoder block A, which consists of a convolutional layer and interpolation
to reshape the features into the expected dimensions by g,, i.e., (H, 20 Wa,)-

2 The peak detection algorithm was taken from the SciPy library (signal.find_peaks). The algorithm parameters were set so that the minimum peak
height is 10% of the maximum correlation value of the matrix, the minimum prominence is the 5% of the maximum one, and the minimum distance between
peaks is 30 samples. This configuration proved to be effective in all our tests.

3 Since the architecture of the target model is unknown, there may not exist a layer in the surrogate architecture that exactly matches the desired spatial
and channel dimensions. Therefore, it is necessary to adapt the surrogate accordingly by modifying its structure.
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Fig. 2. Illustration of the proposed shape reconstruction approach based on covariance matrix analysis of serialized feature vectors intercepted
by the attacker: the attacker sniff and store a batch of flattened feature vectors and computes their covariance matrix as described in Eq. (3).
The resulting matrix reveals spatial patterns that, by construction, reflect the original feature map’s shape. In particular, the width W, (i.e., the
last spatial dimension of the unknown feature tensor) can be estimated automatically through a peak detection analysis of the autocorrelation,
as shown in the bottom plot of the figure, where the lag k is reported on the x-axis and the autocorrelation R(k) on the y-axis.
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Fig. 3. Illustration of the proposed adaptation procedure, where the final surrogate model g integrates the original edge and cloud components of
the reference surrogate model g along with an adaptation module that enables matching the intermediate features intercepted from the unknown
target model and performing feature distillation. In the figure, subscripts ‘e’ and ‘c’ are expanded into ‘edge’ and ‘cloud’, respectively.

Ap f_] cloud

The final surrogate model is shown at the bottom of Fig. 3, where the adaptation module includes both the encoder A, and
decoder A, blocks described above. The edge and cloud parts of the final surrogate model can be defined as:

8 = Ag© &
e i E e ( 4)

8 = 8c° 'AD‘
Please note that the selection of the split point in the original surrogate architecture is not straightforward. This is because the

attacker lacks information about the depth at which the model is partitioned in the target architecture. As a result, a careful analysis
is required to select an appropriate split layer in the surrogate. This challenge is further explored and discussed in Section 5.

Training the surrogate model. The surrogate model g = g. o g, is trained using two complementary loss functions that exploit
the available information: the intermediate features f.(x) from the target edge model and the final output prediction f(x) from
the complete target model. In particular, the surrogate parameters O, are learned by minimizing the following loss: 6, =
arg mingg > ex L(g, f,x), where the combined loss function is defined as:

E(g, f7 X) =a- Efeatures(ges fe’ x) + ﬂ . ‘Cout(gﬁ f» x)- (5)
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Algorithm 1: Proposed attack pipeline

Step 1 — Shape estimation

Run N queries to the target model and capture features {71,-} fi
Construct X = [AT;... ;711,] and compute X (Eq. (3))

Estimate Wy, and H 1, from X (see Section 4.1)

1

Step 2 — Surrogate adaptation
Select a split point in the reference surrogate: g = g.og,
Integrate adaptation modules A, and A into g to obtain g

Step 3 — Surrogate training
foreach training epoch do
foreach x € X do
Query the target to collect f,(x) and, if available, f(x)
Compute L(g, f,x) in Eq. (5)
Update o, with L(g, f,x)

Step 4 — Adversarial attack
Use the trained surrogate g to generate x4V (e.g., by FGSM/PGD)
Evaluate x4V against the target model f

The first term, Lognress €Ncourages the surrogate’s edge model g, to learn features that closely resemble those extracted by the
target edge model f,. The second term, L., supervises the surrogate’s cloud model g., and is defined according to the type of
output information accessible from the target model. The coefficients a, § € R, are scalar weights that balance the contributions
of feature-level and output-level distillation.

For the feature distillation term, £, ,res; We adopt the mean squared error (MSE), defined as || fo(x)—g.(x)||2, which is commonly
used in feature distillation tasks [42,45].

For the output loss £, we adapt the formulation based on the type of output information available from the target model.

If the full output probability vector is accessible, we use the Kullback-Leibler divergence: L,,(g, f,x) = Y, fi(x)log (%) If

only the predicted class = argmax f(x) is available, we employ the cross-entropy loss: £, (g, f,x) = Lcg(g(x),). Finally, if
no output from the target is observable but the ground-truth label y is known, we fall back to the standard supervised setting:
Lou(g, f,x) = Lcop(g(x), y). In the experimental section, we evaluate the performance of the surrogate model across all these settings.

4.3. Recap of the attack pipeline

To summarize, the proposed attack pipeline consists of several steps, outlined in Algorithm 1. In a first setup phase, a set of
queries is issued to the target model in order to reconstruct the original feature tensor dimensions from the intercepted serialized
vectors, using covariance and autocorrelation analysis (Section 4.1). This knowledge is then used to configure the parameters of
the adaptation blocks in the surrogate model (step 2 in Algorithm 1), where an internal split layer is also selected to enable feature
distillation during training.

Afterwards, in the training stage, the surrogate is optimized using a distillation loss that jointly considers feature alignment and
output-level supervision, depending on the type of information available. At this stage, queries are again issued to the target, and
the intercepted features are collected to support distillation. Note that, although represented as an online process with respect to
target inference of each input x, this stage can also be performed offline by first collecting all necessary features and outputs and
subsequently training the surrogate model.

Finally, once trained, the surrogate serves as a proxy to craft adversarial examples in a black-box fashion, which are then
transferred to the target model.

5. Experiments

In the first part of the experiments (Section 5.2), we evaluate the ability to promptly and accurately estimate the shape of the
intermediate features generated at the edge, leveraging the covariance-based analysis introduced in Section 4.1. In the second part of
the experimental evaluation, we investigate the effect of feature distillation on training the surrogate model. To this end, we compare
the effectiveness of several state-of-the-art attack methods, detailed within each evaluation setting in the following sections, using
the surrogate models trained with target-feature distillation with respect to classic output-only distillation.
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5.1. Experimental setup

The experiments focus on the CIFAR-10 dataset [13], as it is commonly used in collaborative inference benchmarks [25,46] and
allows for evaluating multiple model training scenarios. We employ a class-balanced random split of the CIFAR-10 test set: half
(5000 samples) is used to train the surrogate model, and the remaining half is used to evaluate the success of the attacks. This
separation ensures that the surrogate model is trained on data distinct from that used to train the target models, thereby preserving
the integrity of testing time distillation. For training the surrogate model, we set the learning rate of the Adam optimizer to 0.005,
along with its default parameters, and the distillation weights as « and g are set to 0.5. We consider different CNN architectures as
target models, commonly used in split inference [25,46], including VGG16 [47], ResNet56 [48], and MobileNetV2 [49].*

As a reference model for crafting adversarial examples, we adopt VGG16 trained from scratch under multiple settings for
comparison. For the main analysis reported in Sections 5.3 and 5.4, we focus on an intermediate splitting point, specifically,
the second block, for both surrogate and target models. This choice reflects a typical partitioning observed in partitioned
inference [25,46], where early layers up to approximately the mid-depth of the model are executed on the edge device. Furthermore,
in Sections 5.5 and 5.2, we present an in-depth evaluation of how the relative positioning of split points, both in the surrogate and
target models, affects attack effectiveness and allows extraction of the feature shapes.

5.2. Estimation of edge feature shapes

The approach presented in Section 4.1 has been tested across various settings. In particular, Fig. 4 shows representations of the
covariance matrices (zoomed in the top left corner for better visualization, as done in Fig. 2) for different models and split points,
from which the intermediate edge features are extracted. Each subfigure includes details such as the model name and the depth of
the split point. Additionally, we report both the true spatial width W and the estimated width, denoted as W in the figure, which is
inferred using peak analysis on the autocorrelation of the covariance matrix. While the peak detection is performed automatically,
visual inspection of the matrix, by digitally zooming into the axis labels, also enables a quick and intuitive verification of the
estimated dimension. Notably, in all the evaluated cases, the estimated value W matches the ground-truth width W, confirming the
high effectiveness of the approach. For this analysis, the covariance matrices were computed using a batch of 512 feature vectors.

To further investigate how the batch size impacts the reliability of the estimation, we repeated the analysis using smaller batches
(2, 8, 16, 64, 256, 512). Specifically, we considered intermediate features extracted from different models at split points halfway
through their depth, as shown in the y-label of the plots. As illustrated in Fig. 5, reducing the number of samples in the batch
can lead to a noisier autocorrelation profile and degraded peak clarity, making the estimation less reliable (e.g., see the blue curve
in MobileNetV2, Layer 8, third plot). Conversely, using larger batches provides smoother covariance trends, where the periodic
structure of the peaks becomes more evident and supports more accurate shape estimation. The rationale for this is that a larger
batch provides a more accurate estimation, since the averaging process involves more independent feature vectors. This reduces
noise and random fluctuations in the statistical patterns of the feature representations, leading to more stable and sharper periodic
structures.

Please note that, concerning the computational cost, the analysis of the covariance matrix ¥ mainly relies on matrix multipli-
cations. The size of X is d X d, and, with batch size N, it requires computing about N - d* floating point multiplications. Although
this computation may appear expensive (e.g., when N = 512), we note that it is performed offline after collecting feature samples
and therefore does not impose strict constraints on runtime resources.

Given the identification of the edge feature shape in our previous experiments (even using a number of samples lower than
the total number of queries specific in the experimental settings for doing the distillation part), we now assume this task to be
successfully accomplished. In the following experiments, we therefore focus on evaluating the transferability and performance of
surrogate models under the assumption that the shape of the intermediate features is known.

5.3. Evaluation of query-based attacks

These experiments study the advantages of exploiting intermediate features for training surrogates in the context of state-of-the-
art query-based black-box attacks, which combine the use of target model queries for gradient estimation with the surrogate model.
Specifically, we consider GFCS [9], Simba-ODS [32], P-RGF [33], and ODS-RGF [33,50], which have been set up and implemented
according to the specifications in [9], and provide various analyses based on the #,-bounded attacks. In particular, to evaluate the
performance of using the proposed surrogate model with features distillation with these attacks we examine the (i) attack success
rate; (ii) the number of target queries required to accomplish the attack; and (iii) maximum attack magnitude (¢) in unbounded
settings for the last experiments (where the method continues iterative steps until achieving an attack without projection in a e-ball).

4 We use pretrained versions of these models on CIFAR-10, available at https://github.com/huyvnphan/PyTorch CIFAR10.
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Fig. 4. Analysis of the covariance matrix for multiple models and split layers using the CIFAR-10 test set. For each case, both the ground-truth
spatial width W and the estimated width W are reported. The analysis was performed using a batch size of 512. The estimated shape can also
be checked by zooming into the axes of each subfigure.
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Fig. 6. Attack success rates as a function of the number of queries for (a) the GFCS attack (b) and Simba-ODS attack. For both attacks, six
different configurations of threat models were evaluated to highlight the benefits of using intermediate features.

Attack success rate with the number of queries. Fig. 6 reports the attack success rate as a function of the number of queries used for
the GFCS (a) and (c) and Simba-ODS Attacks (b) and (d), when considering the ResNet56 and the MobileNetV2 as target models,
respectively. The surrogate model instead, as specified in the experimental settings, is VGG16. The tests consider three different
settings to, highlight the contribution of the distillation depending on the knowledge of the target’s output score distinguishing
between: full score matching (score), hard prediction matching (hard), and no output availability (label). For these tests, we consider
a maximum e of 1.50, while «a is set to 0.1. The same settings apply to both Simba-ODS and GFCS.

As observed, the use of the proposed approach with intermediate features distillation yields significant benefits, enabling even
the scenario without known output predictions to outperform, in almost all cases, with a 20% higher attack success rate at more
than 50 queries, compared to a surrogate model trained to mimic only the output score. Furthermore, even with a limited budget
of queries (e.g., 25), we observe a significant improvement in attack effectiveness, as indicated by the initial parts of the curves.

Analysis under different ¢ values. We also examined the impact of varying the perturbation constraint ¢ on the transferability of
surrogate models. To this end, Table 1 reports the Success Rate (SR) of the attack for GFCS (top) and Simba-ODS (bottom), along
with the average number of queries (denoted as “Queries” in the table for simplicity), computed only over the samples for which
the attack was successful. If the attack does not succeed within a maximum of 100 queries, it is considered a failure.

As expected, smaller e values generally make black-box attacks more challenging, often requiring a larger number of queries.
However, surrogate models trained with intermediate feature exploitation consistently achieve better results with fewer queries, as
clearly shown across all three versions.

In particular, at a small € = 0.25, all tested surrogate models require a high number of queries, reflecting the inherent difficulty of
performing black-box attacks under tight perturbation constraints. Conversely, at ¢ = 0.5, the surrogate model trained with feature
distillation demonstrates significantly improved transferability, resulting in a notable reduction in the number of queries required,
unlike surrogate models that do not incorporate intermediate feature knowledge. A similar trend can be observed for Simba-ODS
and GFCS.

Analysis of perturbation in unbounded settings. Table 2 presents an evaluation of attack strategies in an unbounded setting, where the
perturbation constraint e is set to infinity. This implies that the attack does not restrict the perturbation magnitude with a predefined
upper bound, beyond the standard clipping constraint imposed by the image format.

For this analysis, we fix the maximum number of queries to 25 and report the following metrics: attack success rate, average
perturbation magnitude (in terms of #, norm), and average number of queries used. The latter two statistics are computed only over
the subset of samples where the attack succeeds. The surrogate models used for the attacks are trained under different configurations,
including with and without feature distillation. The goal of this analysis is to understand how, in the absence of a constraint on e,
the resulting perturbations may become more perceptible to the human eye. We specifically investigate whether feature distillation
affects the visibility of perturbations.

The results show that surrogate models trained with intermediate feature exploitation consistently yield higher attack success
rates while also producing lower average perturbation magnitudes. This behavior is observed both in the case where full output
scores are available and when only hard labels are used (corresponding to the left and right sections of the table, respectively).

To further illustrate these benefits, Fig. 7 shows an example input attacked in an unconstrained setting, using configurations with
and without feature distillation (left and right, respectively), with ResNet as the target model. As observed, the injected perturbation
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Table 1

Comparison of black-box attacks (GFCS, top; Simba-ODS, bottom) considering the use of feature distillation (w/) and without (w/0) under
different output threat models (GT, Hard, and Score attacks), target models and perturbation budgets (¢). Best values per row are highlighted in
bold.

GT attacks Hard attacks Score attacks
€ SR?T Queries| € SRT Queries] € SR?T Queries|
w/ w/o w/ w/o w/ w/0 w/ w/0 w/ w/o w/ w/o
MobileNetv2 MobileNetv2 MobileNetv2
0.25 0.554 0.207 13.25 10.58 0.25 0.424 0.185 13.15 19.41 0.25 0.576 0.185 7.94 4.76
0.5 0.793 0.565 10.08 23.35 0.5 0.739 0.413 10.47 14.95 0.5 0.793 0.522 7.23 21.17
1.0 0.870 0.739 9.74 14.56 1.0 0.870 0.652 12.51 20.97 1.0 0.891 0.707 9.78 21.71
1.5 0.848 0.793 7.64 15.84 1.5 0.880 0.717 12.58 19.79 1.5 0.880 0.783 7.86 24.04
ResNet56 ResNet56 ResNet56
0.25 0.446 0.239 11.39 21.45 0.25 0.435 0.207 20.70 29.26 0.25 0.446 0.250 11.24 11.00
0.5 0.826 0.402 15.49 22.86 0.5 0.728 0.380 22.97 19.00 0.5 0.848 0.435 14.24 17.20
1.0 0.957 0.674 9.30 23.32 1.0 0.935 0.663 15.10 23.95 1.0 0.967 0.696 10.80 25.20
1.5 0.989 0.772 9.19 25.49 1.5 0.957 0.772 15.69 22.04 1.5 0.978 0.772 9.60 20.15
VGG16 VGG16 VGG16
0.25 0.355 0.215 9.79 14.55 0.25 0.312 0.194 6.24 19.72 0.25 0.376 0.183 6.09 12.59
0.5 0.656 0.387 7.15 20.61 0.5 0.645 0.376 15.93 20.71 0.5 0.763 0.355 16.35 15.64
1.0 0.882 0.656 14.94 23.31 1.0 0.860 0.624 15.82 25.16 1.0 0.892 0.634 13.20 22.03
1.5 0.892 0.774 14.46 23.79 1.5 0.892 0.710 18.53 26.11 1.5 0.946 0.796 17.80 27.97
MobileNetv2 MobileNetv2 MobileNetv2
0.25 0.533 0.217 16.1 14.8 0.25 0.402 0.174 13.54 18.19 0.25 0.522 0.217 15.42 17.25
0.5 0.793 0.543 15.78 26.22 0.5 0.772 0.413 16.2 23.29 0.5 0.772 0.5 12.8 25.09
1.0 0.902 0.75 19.61 26.51 1.0 0.859 0.652 17.2 30.7 1.0 0.902 0.728 16.64 30.97
1.5 0.902 0.804 16.92 30.65 1.5 0.88 0.739 19.05 34.03 1.5 0.902 0.772 16.08 32.07
ResNet56 ResNet56 ResNet56
0.25 0.446 0.228 21.0 18.19 0.25 0.413 0.185 16.13 27.06 0.25 0.435 0.25 10.68 13.83
0.5 0.804 0.402 20.97 22.41 0.5 0.696 0.38 22.77 22.37 0.5 0.804 0.435 17.34 19.45
1.0 0.957 0.674 17.84 32.9 1.0 0.946 0.707 28.2 32.74 1.0 0.957 0.717 17.06 33.36
1.5 0.989 0.793 22.25 33.78 1.5 0.935 0.793 25.02 35.53 1.5 0.989 0.848 19.67 39.32
VGG16 VGG16 VGG16
0.25 0.323 0.204 8.87 16.95 0.25 0.323 0.183 10.57 19.35 0.25 0.387 0.194 14.53 18.22
0.5 0.677 0.376 14.19 18.09 0.5 0.667 0.376 20.69 20.49 0.5 0.731 0.387 18.19 20.56
1.0 0.946 0.677 21.38 32.65 1.0 0.882 0.613 21.37 25.81 1.0 0.935 0.656 19.51 28.51
1.5 0.957 0.785 22.7 30.67 1.5 0.892 0.763 20.19 37.38 1.5 0.946 0.796 19.07 35.45
”- . ﬁ_ |
L |

Surrogate w/ FD+Score Surrogate w/ Score

Fig. 7. Visual comparison of adversarial examples and their corresponding perturbations (rescaled x 10) generated using GFCS under unbounded
settings (e = o).

is significantly more visible when feature distillation is not used. For better visualization, the perturbation in the right panel is
rescaled by a factor of 10 to enhance its visibility to the human eye.

5.4. Impact in white-box surrogate attacks

We also explored the white-box transferability of surrogate models and the benefits of incorporating feature-level knowledge.
Specifically, we first evaluated the famous Projected Gradient Descent (PGD) attack [14] was applied to the surrogate model, using
both 7, and ¢, norms, setting k, and the number of iterations equal to 20. The resulting adversarial examples, generated using only
gradient information from the surrogate, were then evaluated on each target model to assess attack transferability. In the graphs,
darker colors represent the transferability (i.e., attack success rate) of surrogate models without feature distillation, while lighter
colors indicate the version with feature distillation, highlighting the improvement in success rate.
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Table 2

Results of black-box attacks under unbounded constraints (¢ = o), using surrogate models trained with and without feature distillation (FD).
The reported metrics include the Success Rate (SR), Average Queries (AQ), and Average Perturbation magnitude (AP), computed using the £,
norm.

Attack Score FD-+Score Hard FD+Hard
SRt AP| AQ| SRt AP| AQ| SRt AP| AQ| SRt AP AQ|
VGG16
Simba-ODS 0.80 0.9 17 0.99 0.57 6 0.76 0.95 22 0.95 0.59 7
GFCS 0.81 0.92 17 0.98 0.53 6 0.74 0.93 21 0.96 0.58 7
P-RGF 0.86 0.93 17 0.98 0.55 6 0.77 0.98 22 0.94 0.58 7
RGF-ODS 0.85 0.91 17 0.99 0.55 6 0.79 0.95 21 0.94 0.56 7
ResNet56
Simba-ODS 0.86 0.8 16.5 0.99 0.43 6.5 0.86 0.76 12 0.99 0.42 6
GFCS 0.86 0.78 17.5 0.98 0.42 6.5 0.86 0.77 12 0.99 0.42 6
P-RGF 0.86 0.78 16.5 0.99 0.43 6.5 0.85 0.76 12 0.98 0.42 6
RGF-ODS 0.85 0.79 16 0.98 0.43 6.5 0.85 0.74 12 0.97 0.42 6
MobileNetV2
Simba-ODS 0.86 0.75 11 1.0 0.38 5 0.9 0.74 11 1.0 0.4 6
GFCS 0.89 0.74 14 0.99 0.38 5 0.92 0.77 11 1. 0.4 6
P-RGF 0.86 0.77 12 0.99 0.39 5 0.91 0.76 11 0.98 0.39 6
RGF-ODS 0.86 0.77 13 0.99 0.39 5 0.87 0.7 11 0.99 0.4 6
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Fig. 8. PGD white-box attacks were optimized on a surrogate VGG-16 model (split at block-2) and evaluated on pretrained target networks (split
at block-1). The first row presents the results of PGD #_ -norm attacks, while the second row reports the outcomes of PGD ¢,-norm attacks across
different e values.

As shown in Fig. 8, the integration of intermediate feature into the training of the surrogate significantly improves attack success
rates under both ¢, and 7, norms. Notably, under the 7, setting, we observe an improvement of 27% in the worst-case scenario
(without access to the target model’s outputs) for a perturbation magnitude of % In the best-case scenario, a success rate increase
of up to 51% is achieved when attacking a ResNet56 model.

The analysis is also extended to attacks specifically designed to improve transferability to unknown target models, whereas PGD
was originally introduced for white-box settings. In particular, Fig. 9 reports results for two transferable attacks, NIFGSM [51] and
MIFGSM [52], evaluated across different values of e using a = 2/255 and 20 iterations, while keeping all other attack parameters at
their default values. As shown in the figure, all surrogate models generally exhibit a slight gain in transferability, while consistently
maintaining a gap between the use of feature distillation and without it.

These results highlight the substantial improvements in transferability achieved through feature distillation, even when attacks
are performed solely on the surrogate model without querying the target. This emphasizes the need for stronger defense mechanisms,
particularly in partitioned inference systems that remain highly exposed to advanced black-box threat models.

5.5. Feature distillation across different layer depths
While all previous experiments were conducted with fixed split points in both the target and surrogate models, we now investigate
how the transferability of surrogate models trained with feature distillation varies with respect to different split points. Specifically,

we explore the effect of changing the depth at which the surrogate is split, as well as the impact of the (unknown) split point in the
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Fig. 9. Analysis of adversarial attacks transferability from same surrogate and targets used in Fig. 8, using as adversarial attacks NIFGSM (top)
and MIFGSM (bottom).
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Fig. 10. Analysis of the effectiveness of feature distillation across different layers using VGG-16 as the surrogate model. Values inside each box
show the attack success rate (%) for two settings: PGD 7, with € = % (top) and PGD ¢, with ¢ = 1 (bottom). The difference in success rate
compared to attacks without feature distillation is shown in parentheses. Square brackets indicate the accuracy on clean test samples.

target model. This analysis highlights the importance of aligning the partitioning depth of the surrogate’s encoder (edge part) and
decoder (cloud part) with that of the target model, particularly relevant in realistic black-box scenarios where the architecture of
the target model is unknown.

To this end, Fig. 10 reports the results obtained using VGG-16 as the reference surrogate model with the proposed auxiliary
feature-distillation approach, where the logits scores are used as the distillation output. We evaluate the effectiveness of PGD-#
attacks with ¢ = % and PGD ¢ with ¢ = 1. In each cell of the matrix, the top entry shows the attack success rate for a given
combination of split points, along with the difference (in parentheses) with respect to a baseline surrogate model trained without
feature distillation. This provides a direct comparison between distillation-aware and standard surrogates. In the bottom entry of
each cell, we also report the clean accuracy of the surrogate (with feature distillation) on the test set, which helps contextualize
how effective the surrogate is as a classifier and indirectly supports an empirical understanding of how split point selection affects
attack transferability.

Notably, we observe that when the surrogate and target models share similar partitioning depths, the attack success rate tends
to be higher. However, effective transferability is still maintained even in cases with moderate discrepancies in split depth. This
suggests that while alignment between the surrogate and target depth improves performance, the approach is somewhat robust to
variations, provided the difference is not too large. Conversely, when the depth mismatch becomes too much, however, performance
degrades. In these cases, misalignment in the feature distillation process can lead to adverse effects on transferability. Specifically,
in some configurations (e.g., when the target is split at a deep layer and the surrogate at a very shallow one), the attack success
rate drops below that of the non-features-distilled baseline. These cases are clearly shown for the cells in lower-left corner of all the
produced matrices in Fig. 10, where negative differences are reported in parentheses.

To further emphasize the importance of this analysis and to derive an empirical guideline for selecting the surrogate split depth,
particularly in scenarios where the split point of the target model is unknown, we extract a correlation from the previous experiments,
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Fig. 11. Study of the relationship between clean accuracy on the test set and the success rate transferability of the attacks from Fig. 10, considering
different splitting points for each configuration on the unknown target side.

Table 3
Attack success on multiple target models (ResNet50, VGG16 and MobileNetV2), under PGD-#, and MI-FGSM with and without feature distillation
(FD). Higher is better.

Attack € ResNet50 VGG16 MobileNetV2
w/o FD w/ FD w/o FD w/ FD w/o FD w/ FD
- Bl B2 B3 - Bl B2 B3 - Bl B2 B3
2/255 0.11 0.15 0.18 0.16 0.14 0.20 0.24 0.29 0.15 0.15 0.20 0.23
PGD-7, 4/255 0.28 0.39 0.48 0.41 0.34 0.52 0.59 0.68 0.38 0.39 0.51 0.58
8/255 0.62 0.73 0.79 0.74 0.69 0.86 0.90 0.94 0.74 0.73 0.85 0.88
2/255 0.14 0.18 0.24 0.18 0.18 0.25 0.28 0.33 0.17 0.17 0.23 0.27
MI-FGSM 4/255 0.36 0.43 0.52 0.43 0.45 0.56 0.62 0.70 0.43 0.42 0.54 0.61
8/255 0.70 0.73 0.80 0.74 0.77 0.85 0.89 0.94 0.77 0.74 0.85 0.88

as shown in Fig. 11. This analysis reveals a clear relationship between the transferability of the surrogate model and its clean accuracy
on the test set, since for each target split configuration, the surrogate version considering a split points that get towards a higher
results on clean data also bring much more transferability. This insight suggests that an attacker can estimate which surrogate
configuration is likely to yield higher transferability by simply observing the clean accuracy of different surrogate variants. In
practice, the attacker can train multiple surrogate models with different split points and evaluate their classification performance
on clean samples (i.e., studying each row of the matrix from the previous analysis, assuming the target split is unknown and fixed).
Note that all intermediate features can be collected from the same intercepted batch, so no additional queries are required to perform
this analysis.

This provides an empirical approach for selecting the most transferable surrogate configuration from the attacker’s perspective,
specifically, identifying the optimal split depth at which to apply feature distillation. The underlying intuition is as follows:
intermediate features extracted from the target’s edge part tend to be more semantically rich and discriminative when obtained from
deeper layers, while features from shallower layers may retain more low-level details. Consequently, a surrogate model capable of
effectively mimicking these features must also possess sufficient depth in both its edge and cloud components. For example, if the
target’s edge part is deep, the surrogate’s edge part must also be deep enough to extract similarly fine-grained representations. At the
same time, a sufficiently deep cloud part is required to process these features and achieve high predictive accuracy. In this context,
the clean accuracy of a surrogate model serves as a useful proxy for the degree of alignment between its internal representations
and those of the target. Therefore, selecting the surrogate split point that yields the highest clean accuracy can empirically guide
the attacker towards a configuration with stronger attack transferability in black-box settings.

5.6. Additional experiments: SVHN dataset and ablation studies

In the following, additional experiments are presented to demonstrate the effectiveness of the proposed approach on a different
dataset and to further explore ablation studies on the parameters involved in the distillation process.
Tests on SVHN. To further strengthen and evaluate the effect of feature distillation, we tested our analysis to the SVHN dataset,
which is widely used in IoT-related research and represents a slightly easier task compared to CIFAR-10, the common choice in
benchmark evaluations. Following the same setup used for CIFAR-10, we balanced the SVHN test set by class and used half of it
to train the surrogate model, while the remaining half served as the evaluation set. Table 3 reports the results of attacks using
both PGD-7, (top) and MI-FGSM (bottom) across multiple values of ¢, applied on top of the trained surrogate models. As done
in the previous sections, we compare the pipeline in the most transferable training scenarios with and without feature distillation,
i.e., distilling from the output scores of the target only versus including also intermediate feature representations.

In particular, multiple split configurations were tested, with both the target and surrogate models partitioned at block-1, block-
2, or block-3, as shown across the columns of Table 3 (denoted as B1, B2, and B3 in the table). The results confirm that feature
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Fig. 12. Ablation studies of the parameters in Eq. (5). The plot reports the attack success rate under PGD-#, across different ¢ values, together
with (dotted line) the accuracy of the surrogate on CIFAR-10. In the analysis, g is set as 1 — a.

distillation consistently improves transferability compared to the baseline without it (first column). Moreover, the performance
gap in general increases as the split point moves deeper into the network (e.g., block3), indicating that mimicking deeper feature
representations provides a better approximation of the target model and, consequently, stronger transferability. This trend is
consistent with the findings on CIFAR-10 (see Fig. 10).

To summarize, the proposed approach demonstrates its ability to generalize across different datasets, including those commonly
used in edge and IoT contexts. A promising direction for future work is to investigate its applicability in scenarios that rely on
pretrained models rather than training from random initialization, since inducing effective feature distillation in such cases may be
more challenging [45]. Exploring this setting could also provide valuable insights into the effectiveness of the method on models
trained over large-scale datasets, thereby extending its relevance beyond the IoT domain.

Ablation studies on « and . We conducted ablation studies on the weighting parameters used in the distillation approach
(specifically « and g in Eq. (5)). For generality, Eq. (5) does not assume a fixed relationship between a and g. However, to explore
their impact, we enforced the relation § = 1 — « and varied a € [0, 1], evaluating the resulting attack success rate under PGD-7
with different values of ¢. The experiments, reported in Fig. 12, were carried out using ResNet as the target model and VGG as the
surrogate, with both models split at block-2.

The results show that a« = 0.5 (thus g = 0.5) provides the best overall trade-off, yielding higher average attack success rates
across all tested e values. In contrast, extreme values of « tend to bias the surrogate either towards shallow feature imitation or
solely towards output alignment, both of which reduce transferability. The balanced choice ensures that the surrogate captures
both aspects effectively, consistently achieving stronger performance across attack settings. Note that in cases of greater similarity
between the target and surrogate architectures (e.g., when both models are derived from the same architecture) or between the depth
of the two split points considered, we acknowledge that a higher value of a could lead to better attack performance. However, under
the threat model addressed, the attacker has no knowledge of this information.

For completeness, Fig. 12 also reports the surrogate accuracy on the tested subset of CIFAR-10. Here, we observe that increasing
a leads to only marginal improvements in accuracy compared to a = 0, a trend that differs from transferability, where higher «
values produce a more pronounced effect, as discussed previously.

6. Conclusions and future directions

This work explores the landscape of transferable attacks based on surrogate models in a novel and increasingly relevant scenario:
distributed Al paradigms and AI-IoT systems, such as split collaborative learning. In this setting, the attacker is assumed to have
access to the intermediate features transmitted between the edge and cloud components of a model. By intercepting this data,
the attacker can significantly improve the effectiveness of surrogate models used for transferable evasion attacks. To enable this,
we address key challenges that arise in scenarios where communication between the edge and cloud is exposed, assuming that
encryption and network security mechanisms can be bypassed. These challenges include: (i) reconstructing the original feature
shape from the vectorized transmitted data, and (ii) adapting classical architectures to enable feature-level distillation for surrogate
model training. Both challenges have been tackled through a statistical analysis based on the covariance matrix of the intercepted
features and the design of a lightweight adaptation module that aligns the extracted features with surrogate model layers.

Our experimental results demonstrate that this novel, yet practical, threat model significantly impacts the transferability of
surrogate models in both black-box and white-box attack settings. The use of intermediate features proves to be a key factor in
enhancing transferability, thereby highlighting a critical vulnerability in distributed Al systems. These findings open new directions
for future work in transferability research, particularly regarding feature-level distillation and its role in the attack surface of AI-IoT
scenarios.

Future studies could focus on developing defense mechanisms tailored to split inference settings that hinder the attacker’s ability
to reconstruct feature shapes, thereby limiting the feasibility of such attacks. This would open promising avenues for studying more
robust feature obfuscation strategies and structured defenses that preserve performance while protecting internal representations.
On the offensive side, further research could also explore how to design more advanced feature-based attacks, potentially improving
attack efficiency or bypassing newly proposed defenses through adaptive surrogate training techniques.

We believe this work provides important insights into the feasibility and effectiveness of exploiting feature exposure in a black-
box scenario, potentially constituting other viable threat model in collaborative learning fields. Future research could focus on
enhancing the effectiveness of the attacks by exploring more refined feature distillation techniques, as well as variations of the
proposed threat model and the attacker’s objectives.
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