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Abstract—Integrating functional safety protocols with indus-
trial wireless networks is challenging due to the variability
and non-determinism of IEEE 802.11 channels. openSAFETY,
a fieldbus-independent functional safety protocol, relies on Time
Synchronization to validate safety-critical data. In practice, the
associated timing parameters are often configured without careful
consideration of their interrelated effects and the operational
characteristics of wireless communication. This Work-in-Progress
reports initial real-time measurements on physical hardware un-
der controlled network impairments applied on the wireless link
and shows that carefully selected parameter settings significantly
improve operational availability in the tested setup. The next
steps will extend the evaluation to diverse hardware and realistic
industrial wireless scenarios and will develop a safe, repeatable
toolchain for runtime parameter recommendation.

Index Terms—openSAFETY, wireless communication, Time
Synchronization, industrial networks, safety-critical communica-
tion.

I. INTRODUCTION

UNCTIONAL safety protocols in industrial automation
are designed to ensure the reliability of safety-critical
systems in industrial automation. Many of these protocols
adhere to the black channel principle [1], which uses their
own error-detection mechanisms on top of arbitrary networks.
Wireless communication introduces significant challenges, es-
pecially in meeting strict timing requirements for functional
safety applications. The effectiveness of protocols like open-
SAFETY [2], which operates independently of the transport
layer protocol, depends on the proper configuration of timing
parameters. Careful parameter tuning is not only essential
for maintaining continuous operations but also helpful in
improving operational availability and safety [3].
openSAFETY is a fieldbus-independent protocol developed
by B&R Automation that utilizes the IEC 61508 [4] safety
standard and operates at the application layer. openSAFETY is
transport-agnostic, making it suitable for wireless applications.
The impact of non-systematic configurations of key timing
parameters on Time Synchronization in openSAFETY over
wireless communication (e.g., IEEE 802.11) has not been
explored so far.
Contribution: Our earlier work presents a closed-form
method to compute safe parameter values, referred to as

the systematic parameter-tuning approach [3]. This work-in-
progress builds on that approach and reports early real-time
measurements of openSAFETY Time Synchronization over a
physical IEEE 802.11 link between consumer and producer
nodes, using a commercial Wi-Fi access point. The Time
Synchronization parameters considered in this paper are sum-
marized in Table I, while their detailed definitions are provided
in [3]. The present Work-in-Progress (WiP) experimentally
compares the systematic configurations against non-systematic
configurations under controlled network impairments applied
to the wireless link, while keeping the hardware and protocol
stack unchanged. To our knowledge, this is the first experimen-
tal characterization of how Time Synchronization parameters,
including Td and TRC timeouts, affect openSAFETY behavior
over IEEE 802.11. This WiP also addresses the experimental
gap left in the earlier work by providing insights into the
configuration of TRC and Td timing parameters, which can
affect Time Synchronization.These results are preliminary and
will guide a larger set of experiments on different devices, Wi-
Fi channels, and more realistic industrial wireless conditions.

II. RELATED WORK

Initially, openSAFETY performance was analyzed using
metrics such as end-to-end delay and time spent in a safe
state, including results for IEEE 802.11 [2]. However, the
extent to which openSAFETY timing-parameter configurations
influence these outcomes has not been systematically analyzed,
which motivates the focus of this work. Similar details are
also missing in the wired/wireless openSAFETY performance
evaluation in [5]. Beyond these, to the best of our knowledge,
no other work has reported an experimental performance
analysis of the openSAFETY protocol over wireless networks.

III. PARAMETERS EFFECTS ON TIME SYNCHRONIZATION

Time Synchronization enables a consumer node to receive
timestamp information from the producer node. To achieve
accurate Time Synchronization, the consumer node sends
one or more Time Synchronization Request(s) (TReq) to the
producer node. The producer node processes the first TReq
and ignores any subsequent ones. Upon receiving the first
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TABLE I
DEFINITIONS OF PARAMETERS DESCRIBED IN [3]

Parameter Name: Definition No.
TxSPDO/RxSPDO Transmitter/Receiver SPDO: 2
Be Best-Case Estimation of TReq: 5

TSync™i? Min. TSync Delay: 8
SafeTSync™a* Max-Safe TSync Delay: 13
RT Reaction Time: 9

SCT Safety Control Time: 10

PD SPDO Propagation Delay: 22
SCTr Residual Safety Control Time: 23
Td Td Time Delay: 16

TRC Time Request Cycle: 17

ts Time Sync timeout: 18

TTS Time to Synchronize: 19

m No of consecutive TReq(s): 14
n No of consecutive TRes(s): 15
SRT Safe Reaction Time: 11

Aty Refresh Prescale Producer: 4
At Refresh Prescale Consumer: 3
« Residual Refresh Prescale Consumer: 17

TReq, the producer node responds with one or more Time
Synchronization Response(s) (TRes). The consumer node then
processes the first TRes and ignores any received later.

The consumer node then verifies the constraints on the TRes
and ensures that it is received neither earlier than the Minimum
Synchronization Time (TSyncmin) nor later than the Maximum
Synchronization Time (SafeTSync™®). The maximum time
the producer node takes to send data to the consumer node is
referred to as Reaction Time (RT), while the additional time
for safety margins is accounted for as Safety Control Time
(SCT). The sum of RT and SCT is known as Safe Reaction
Time (SRT); see Table I for details. After validating these
constraints, the consumer node proceeds to receive Safety
Process Data Object (SPDO) frames from the producer node.

A. Impact of Td Time-Delay Configuration on Time Synchro-
nization

When the consumer node initiates Time Synchronization,
it sets the Time Request Cycle (TRC) timeout and sends
one or more consecutive TReq(s) to the producer node; these
consecutive TReq(s) are referred to as a block of TReq(s). Time
Synchronization should be completed before the TRC timeout.
The Time delay (Td) parameter defines the gap between two
consecutive blocks of TReq(s) within a TRC timeout. After
transmitting a block of TReq(s), the consumer node waits for
SafeTSync™®* of the last sent TReq and then sets the Td
timeout; any TRes received during the Td interval is ignored.
Once the Td timeout expires, the consumer node initiates the
next block of TReq(s). If Td is too short, the consumer may still
receive TRes from the previous block of TReq(s) after the next
block of TReq(s) has already started. The openSAFETY stack
classifies such cases as SPDO Late Arrival Events (LAEs).
Although these LAEs cannot be used for synchronization, they
trigger additional checks in the openSAFETY stack, which can
increase the Time To Synchronize (TTS) [3].

A long Td value can also increase TTS because the con-
sumer node delays the initiation of the next block of TReq(s).
The systematic configuration of Td accounts for the time
duration during which the producer node is busy responding to
the same RxSPDO and the RT after sending the last TRes [3].
Equation (1) estimates the systematic duration of the Td
timeout (See Table I for details), which also considers the
Burst Error Duration (BED [3])

Td = max ((n — 1) x At, + RT, BED). (1)

B. Impact of TRC Timeout Configuration

The consumer initiates a TRC attempt by sending TReq(s)
to the producer node. After the producer accepts a TReq,
it starts sending the TRes(s) to the consumer node. If the
consumer does not receive a valid TRes before the TRC
timeout expires, it declares a synchronization failure. After
waiting for the Refresh Prescale Consumer interval At it
starts a new TRC attempt and sends a new block of TReq(s). A
corner case arises when the producer accepts a delayed TReq
from the previous TRC attempt. In this situation, the producer
continues replying to the earlier accepted TReq and ignores the
new TReq sent from the recent TRC. The consumer may then
receive replies that are invalid for the current TRC attempt
because they correspond to the previous attempt, which has
already been marked as failed.

This issue can get worse if the Td is not systematically
configured in the TRC, leading to LAEs and further increasing
the TTS. To resolve this, the TRC timeout can be adjusted to
finish with a systematic Td timeout. If a block of TReq(s)
is added, it should always complete its cycle duration. A
systematic TRC timeout value can be adjusted using the
equation below:

TRC) = k((m — 1) At. + SafeTSync™™ + Td + Ol)7 (2)

Where k is the total number of required blocks in a TRC based
on the target probability of successful Time Synchronization
and « is the residual At. of the consumer node (See Table I
for details).

IV. EXPERIMENTAL SETUP

The experimental setup consists of three physical safety
nodes connected via a dedicated 802.11 wireless link. These
nodes include the SCM, the SN Producer Node, and the SN
Consumer Node. Communication is carried out using the UDP
protocol as Safety Hardware Near Firmware (SHNF). The
Access Point’s specifications are provided in Table II, and
details about the consumer and producer nodes, along with
their WLAN configurations, are shown in Table III.

Two types of experiments were conducted: Experiment 1:
Analysis of the impact of systematic parameter configuration
of Td timeouts; Experiment 2: Analysis of the impact of
systematic parameter configuration of TRC timeouts. The
systematic configurations for the safety applications used in
the experiments are listed in Table IV.
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TABLE II
WIRELESS LINK STATISTICS (MEASURED AT SN-CONSUMER)

Parameter Value
PHY 802.11ac
Frequency 5180 MHz (Channel 36)
Signal Strength -31 dBm
RX Bitrate 520 Mbps
RX Modulation VHT-MCS 5
RX Channel Width 80 MHz
RX Spatial Streams | VHT-NSS 2
Guard Interval (RX) | Short GI
TX Bitrate 234 Mbps
TX Modulation VHT-MCS 3
TX Spatial Streams | VHT-NSS 2
BSS Flags short-slot-time
DTIM Period 1
Beacon Interval 100 ms
TABLE III
NETWORK AND NODE SPECIFICATIONS FOR CONSUMER AND PRODUCER
NODES
Field Ci Node Producer Node
WiFi Chipset Intel Alder Lake-P CNVi WiFi | AR9285 Wireless Network Adapter
Driver iwlwifi ath9k
Driver Version 5.15.0-100-generic 5.15.0-100-generic
Mode Wireless IEEE 802.11 Wireless IEEE 802.11
Interrupt IRQ 16 IRQ 19
OS and Kernel Linux Mint 5.15.0-56 Linux Mint 5.15.0-56
Approx Clock Drift 6.814 ppm slow 16.584 ppm slow

CPU Intel Core i7/4.7 GHz Intel Core i5/2.9 GHz

A. Experiments on the impact of configuration parameters on
Time Synchronization

The systematic safety-application parameters used in the
experiments are reported in Table IV. The experimental setup
is preliminary and limited to a single access point and a small
set of physical nodes. To introduce controlled stress condi-
tions, network impairments are injected using NETEM [6].
These impairments increase delay (10 ms), jitter (£30 ms),
message loss (30%), and include a Correlation of Error Burst
(CRERR 60%) [3]. The goal is to create wireless operating
conditions with an increased probability of communication
errors, while more realistic over-the-air effects (e.g., inter-
ference, multipath fading, and time-varying link quality) are
left for future work. Overall, the objective is to analyze

TABLE IV

SYSTEMATIC SAFETY APPLICATION PARAMETERS IN ALL EXPERIMENTS
Parameter Exp-1 Exp-2
Aty 10 ms 10 ms
Atc 10 ms 10 ms
Payload 573 Bytes | 573 Bytes
ts 3s 3s
SpDO™™ 2 ms 2 ms
m 2 2
n 5 5
RT 50 ms 70 ms
SRT 150 ms 170 ms
Td 90 ms 110 ms
TRC 440 ms 290 ms
SNMT Timeout 1s Is
Test Duration 600 s 600 s
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Fig. 2. Results of Experiment 2: comparison between systematic and non-
systematic TRC timeouts.

how non-systematic configurations, even under simple network
impairments, can significantly affect Time Synchronization in
openSAFETY.

1) Experiment 1: The experiments consist of three test
cases to determine the impact of Td timeout: Test Case 1 (Td-
Short), where Td is less than the systematic value; Test Case
2 (Td-Long), where Td is greater than the systematic value;
and Test Case 3 (Td-Sys), where Td is set to its systematic
value.

The preliminary results of all test cases are presented in
Fig. 1, which shows the Impact of different Td configurations
on the TTS in a wireless communication setup. The x-axis
of the graph represents the time in seconds, while the y-
axis on the left shows the TTS in ms, and the y-axis on
the right tracks the SPDO LAE. For all three test cases,
the average TTS consistently remains below 50 ms, showing
that synchronization is typically successful most of the time,
even within the first block of TReq. However, in the Td-Short
test case, a noticeable delay occurs when the TReq block
completes without receiving a valid TRes. In this scenario, a
new block of TReq is initiated, and the consumer node begins
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Fig. 3. TTS comparison between TRC-NonSys and TRC-Sys in Experiment
2: the left panel shows the TTS distribution split into two parts, with the
lower part in linear scale for 0-120 ms and the upper part in logarithmic
scale for values greater than 120 ms; the top-right panel shows the CDF, and
the bottom-right panel shows the distribution of Sync-Attempts across TTS
ranges.

transmitting before receiving the expected TRes from previous
block of TReq. This results in LAEs, which are highlighted by
the green dashed trace line on the graph. During these LAEs,
the TTS can reach as high as 365 ms, showing an increased
delay in synchronization.

In the Td-Long test case, no LAEs were observed during
synchronization, although the prolonged Td value resulted
in an increase in TTS. The TTS in this case occasionally
exceeded 350 ms, primarily due to the delay in initiating
the next block of TReq. On the other hand, the systematic
Td configuration showed a marked improvement, with the
maximum TTS observed being approximately 160 ms, which
is less than half of the TTS observed in the other test cases.
These results are preliminary and based on initial tests; a
broader repeated-measurement study is part of next steps.

B. Experiment 2

Two test cases were performed to determine the impact
of TRC timeout: Test Case 1 (TRC-NonSys), where TRC is
configured non-systematically, and Test Case 2 (TRC-Sys),
where TRC is configured systematically. Fig. 2 shows the
plots for both test cases. The x-axis denotes the time in
seconds, and the y-axis denotes the TTS in milliseconds. The
red dashed line denotes the configured non-systematic TRC
timeout in Test Case 1, while the Blue dashed line denotes the
configured systematic TRC in Test Case 2. The TTS remains
below 30 ms on average. However, in our measurements,
as the TRC elapses in the non-systematic configuration, the
TTS can exceed 2500 ms, which may substantially reduce
the operational availability in this setup. Within the scope
of this WiP, the systematic TRC configuration reduces the
TTS to approximately 800 ms, which is about three times
lower than the maximum observed TTS in the non-systematic
configuration.

In each 600s experiment, Time Synchronization is con-
figured to trigger every 3s (ts = 3), giving, in the ideal
case, nearly 200 Synchronization Attempts (Sync-Attempts)
per test case. Since TTS represents the total time required to
complete a Time Synchronization and may include multiple
TRC attempts, a single application run for 600s provides a
sufficiently large sample to assess both variability and stability.
To address this statistically, Fig. 3 complements the time-series
view with a boxplot (on the left) showing the distribution
of TTS in both configurations, along with the Cumulative
Distribution Function (CDF), and a range-based distribution
of TTS (on the right). Especially, the bottom-right plot shows
that the number of Sync-Attempts within three TTS intervals,
clearly showing that most of the attempts for TRC-Sys are
in the nominal-delay range (< 20 ms). In the CDF plot, the
steeper, left-shifted curve for TRC-Sys indicates that a larger
proportion of attempts achieve synchronization at lower TTS
values compared to the TRC-NonSys configuration.

V. CONCLUSIONS AND NEXT STEPS

The potential value of this work lies in downtime reduction
and commissioning efficiency. The results show that prolonged
TTS may not compromise functional safety itself, but it can
reduce operational availability by keeping nodes in a safe state.

The next steps of this WiP are to translate the parameter-
tuning approach into repeatable artefacts. The objective is
to develop a toolchain that (i) collects timing observations
(PD, jitter, TTS, LAE counts, and CPU/network load), (ii)
estimates best- and worst-case delays, and (iii) outputs recom-
mended openSAFETY configuration parameters within certi-
fied bounds defined by industrial safety teams. Finally, meth-
ods will be developed to enable a supervisory controller to
select among pre-validated parameter profiles at run time,
based on rigorous real-time testing on an operational network.
This process will simplify run-time integration and the auto-
configuration of Time Synchronization parameters, benefiting
users who lack protocol-level knowledge.
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