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Abstract

In a narrow sense e-Government means citizen’s services, re-engineering with technology, or procurement over the Internet. This is difficult to achieve because of the ever-changing nature of business trends and requirements, which tries to upset the desired functioning of any/every Public/Private sector. Knowledge Management (KM) attempts to meet out the critical needs addressed by any organization for its survival in such turbulent conditions. Public services consist of a definite set of complex legally governed processes, wherein every single unit maintains its own set of data/information. Procurement/exchange of data from/among different units on a pre-agreed format is of outmost importance as it is a crucial key for realizing smooth integration of services. Open Architecture (OA) is an information technology term that recognizes the depth and breadth of competitive market and Open Standards (OS) provide a means for easy exchange of data among different software modules. OA policies and practices assure maximum price pressure, which reduces technology costs over time. This paper presents the efforts taken by Scuola Superiore Sant’Anna, Pisa (Italy) in developing an open source application of document and workflow management system (WFMS). The project started from early work on the registry system and it is now being extended into an integrated framework for process automation and Business Process Re-engineering (BPR). Recent work is supported by the ASWAD (Agent-Supported workflow in Public Administration) project: an EC (European Commission) funded project within the IST (Information Society Technologies) Programme, Key Action 4, "Essential Technologies and Infrastructures". (IST-2001-35176).
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Introduction

The KM approach for achieving e-Government encourages effective systemization of organizational processes using Information and Communication Technology (ICT) tools along with creative thinking of business managers. Further for achieving e-Government goals, there should be capability for any agency to join with another electronically using known and agreed approaches and standards.

e-Government is a strategy and an element in modernizing government wherein the New Public Management (NPM) paradigm is replacing the traditional model of Public Administration (PA). PA is the study of public entities and their relationships with each other and with the larger world. The full potential of transforming the PA is not yet fully known. However it involves making information and services widely available, encouraging innovative styles of leadership, and business of public sector at reduced transaction costs.

In the process of reinventing the government ICT provides infrastructure and software tools needed for a loosely coupled network of government units to collaborate effectively. Infiltration of this technology into government agencies tends to lead to institutional reforms. From KM point of view this essentially implies fundamental knowledge redistribution and requires reconciling project management, its know-how, domain expertise, information resources and knowledge bases.

The need for a better coordination of efforts and investments in the area of information systems for the public administration pushed the Italian Parliament in 1993 to create the Authority for Information Technology in the Public Administration (Autorità per l’Informatica nella Pubblica Amministrazione, AIPA). The aim was promoting technological progress by defining criteria for planning, implementation, management and maintenance of the Italian Public Administration information systems through their standardization, interconnection and integration. The main objectives were: better services, less cost, better communication and a wider support to the decision process within the Government.

Support of legal framework

From inception, AIPA’s objectives were mainly on the technical side (standards, rules and recommendations), but there was a firm understanding of all the players involved in the project of innovating the PA (starting from AIPA itself) that ICT technologies are no silver bullet for solving all problems. As in most business process reengineering (BPR) experiences, facing and solving organizational problems is key. This requires a careful analysis of the organization and its processes, modeling the processes and evaluating them by simulation or prototyping of ICT solutions. Reuse of experiences (rather than just technologies) was ultimately seen as one of the key factors for improving the quality of the processes of the PA.

The creators of AIPA realized that the technical support it could provide was of very limited benefit unless it was supplemented by the creation of a unified network for exchanging experiences in process innovation and BPR and also by a new legal framework, which could ease the introduction of ICT technologies in knowledge management for the PA. Hence, the Italian government defined a new Public Administration's Unified Network
 (RUPA) as a large inter-sectorial project, in accordance with art. 7 sub-section 1.c of the Labor Decree n. 39/93.

· Starting from 1990, the Italian Government issued new laws to regulate the procedures and the technologies to be adopted for the management of documents, digital signatures and entering letters for all the documents managed in the public administration:

· Articolo 15, comma 2, 15/03/1997, n. 59 Regulating: Data, documents and certificates created by the Public Administration or normal citizens using information systems. The storage and the transmission of data using information systems.

· Decreto del Presidente della Repubblica 10 Novembre1997, n.513 Regulating: how to create, register and transmit documents using information systems.

· Delibera AIPA, 30 Luglio 1998, n.24 Defines technical rules on optical registration.

· Decreto del Presidente della Repubblica, 20 Ottobre 1998, n.428 Regulating: how to manage the administrative registry using a computer-based procedure, which regulates the management of electronic documents, the entering letter system, the interoperability between Public Administrations and the access to document management systems.

· Decreto del Presidente del Consiglio dei ministri, 8 Febbraio 1999, Defines technical rules on how to create, send, store, duplicate, reproduce and validate electronic documents, according to the “Decreto del Presidente della Repubblica 10 Novembre1997, n.513”.

· Circolare AIPA, 19 Giugno 2000, n.24, Defining guidelines on certificate interoperability

· Direttiva del Presidente del Consiglio dei Ministri, 28 ottobre 1999, Containing reference architecture for the management of document flows in a public administration.
With the legal framework in place, and once a network of public administration had been defined to support the information flow it became possible to exchange information pertaining technical as well as organizational solutions. 

Open architectures

If exchange of experiences and solutions is the key factor for easing the adoption of new technologies, then open systems and modular solutions are, from a technical standpoint, the enabling factors for such exchanges. In this view, “Open Standards” promise interoperability, maturity, security, and availability. Therefore AIPA supports the PA in their use of information systems and encourages the use of open standards, allowing government agencies to operate more efficiently and cost-effectively. Open standards, free software and the open source paradigm also put advanced technology within reach of buyers with limited financial resources such as schools or no-profit organizations.

Italian government is recently giving more and more importance to open architectures and technologies, as proved by [5] where the adoption of open standards and technologies, along with an open-source software development approach, is explicitly referred to as a fundamental component of the lever for the innovation by means of ICT.

The Scuola Superiore Sant’Anna (SSSA) and AIPA spent a significant effort in order to test a new approach to PA innovation through ICT based on the Open Source paradigm. The outcome is a very flexible system, entirely composed of open-source components, cooperating by means of open standards. Sample components of the architecture (integrated and customized to fit the needs of PA) are: the Apache web server and the Zope application server for developing object-oriented intranet applications and supporting authentication and some groupware functionality; the PostgreSQL database management system; the OpenFlow
 project for managing activity-based workflows; and the Zope
 CMF (content management framework) adapted to function as a document repository and providing entity-based workflow management. The system can be used at several layers: individual, workflow, organizational.

We believe that our open-source approach has the potential for providing PAs with some important advantages, such as:

avoiding high license costs of proprietary solutions by using open-source software, where costs are limited to the customization and support of the software;

having greater flexibility, as the source code of the open-source software is available for customizations and enhanced features;

maximizing reusability of software, as third parties can easily integrate the individual modules in their applications (modularity); and

being free from the vendor’s lock-in of closed solutions, where everything must be bought from the same vendor (support of open standards).

The system has been developed in the last three years and it is now in its early experimental stages. It still requires an extensive evaluation to assess its effectiveness from the standpoint of individual users and of the overall organization.

The Electronic Registry System

Since 1993, AIPA has been studying various issues in adoption of ICTs within PA processes. Specific sets of these studies have focused on Electronic Registry Systems (ERS). Such a system allows to track the information flow that crosses PA boundaries, by means of recording the exact time at which a document arrives to or leaves from a PA, along with additional meta-information regarding the event, the sender or recipient of the document, the subject, etc…. This functionality was seen as a fundamental step for achieving the goal of making PA services transparent to the citizens, since the registry system is typically the interface between the PA and its customers (see Figure 1). The system makes always possible to know when a document has entered or has left an administration, furthermore, the unique registration number assigned to the documents upon registration can be used to track the document processing (typically a request on behalf of a citizen or another administration) inside the workflow of the administration.
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Figure 1:
The registry operation takes place every time a document crosses an administration’s boundaries.

In many PAs there was a trend to create a new registry office each time an information flow (or workflow) crossed the administration boundaries at some different physical point. The fragmentation of the registry offices became redundant as soon as the registry information was moved from paper to an electronic registry, which could be accessed from any location. PAs are now encouraged to review the structure of their internal registry offices, in order to identify the real organizational boundaries, and possibly merge the registry offices pertaining to a homogeneous organizational area (AOO
) into a single electronic registry system (Figure 2).
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Figure 2:
Reduced fragmentation of registry offices within a P.A. is a first step towards increasing the efficiency of document flow management.

AIPA studies underlined that a reduction in the fragmentation of registry offices would have a positive impact on the efficiency of document management. 

Interoperability

The interoperability of ERS systems and the document flow among PA pose another fundamental challenge. AIPA soon realized that most public administrations exchanged documents in paper format in spite of the ICT tools for ERS and document management they had purchased. The use of an electronic format for interoperability was not possible for at least two reasons: electronic documents and e-mail messages had no legal value until issue of the first Bassanini Law [10] in 1997, and there was no standard format for electronic interchange since most PA used proprietary, custom-made, software tools with little or no support for open standards.

The interruption of the flow of electronic documents at the boundaries of the PA is the cause of inefficiency and large delays in the processing of the workflow.

The legal issues were settled by defining digital signatures compliant with the law and concede them the same legal value that handwritten signatures have. Conventional e-mail technologies make possible to deal with security issues like sender and destination authentication, and privacy of transmitted data, by means of adopting public key cryptography and the S/MIME e-mail exchange format (supported by most e-mail clients). 

The standardization issue was solved by issuing a national law [4] enforcing the adoption of an ERS system by each and every public administration in the country within the year 2004 and a technical standard [8], which provides a specification for ERS interoperability messages. The standard defines a format for interoperability messages based on the Secure-Multipurpose Internet Mail Extensions (S-MIME) for e-mail. According to this standard, the communications among PA’s ERS systems take place by exchanging messages containing an XML (extensible Markup Language) attachment with the information on the registry entry and references to one or more attached documents exchanged between the PAs. The format of the XML signature attachment containing registry entries has been defined by issuing an appropriate Document Type Definition (DTD) specification. The interoperability message can be optionally digitally signed and/or encrypted for guaranteeing peer authentication and confidentiality of contained data.
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Figure 3:
ERS systems of different PAs connected to the RUPA unified network interact by exchanging standardized e-mail messages.

Towards an integrated framework for one-stop government

The improvement and automation of registry offices operations by means of interoperable ERS systems is the starting point towards the goal of one-stop e-government. According to the one-stop model, other services beyond the registry should be available to the users, allowing for greater efficiency, transparency and security for the processes. AIPA encourages ERS systems to be integrated with document management and workflow management systems whenever allowed by the size and/or the organizational structure of the PA. 
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Figure 4:
Integration of ERS, WfMS and DMS systems for providing higher level services to the citizens.

1. The extended features have been defined as the optional part of the technical rules [11]. These can be summarized as:

2. PAs should exchange valid documents using an Interoperability System which exploits conventional (i.e. RFC822 plus MIME extensions) e-mail system together with XML formatted documents to validate the content and the registration data attached to documents, therefore saving time (and human work). Incoming and outgoing electronic documents can be digitally signed according to the national laws;
3. the Electronic Registry System should work together with a document management system in order to record not only register operations but also document data;

4. the Information Register System can work together with a Workflow management System in order to manage document flows encompassing several administrations or several offices inside the administration (Figure 5).
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Figure 5:
The ERS could be integrated within a higher-level process definition as the application associated to a particular activity.

One-stop Government refers to a single point of access to electronic services and information offered by different public authorities. The PA customer (citizen, private enterprise or other public administration) is able to access public services by a single point even if these services are provided by different PA.

Among the requirements for one-stop government [21] are:

guaranteeing the necessary level of security, authenticity and privacy;

coordination of internal and external activities and processes. Customers should access public services without knowledge of the functional fragmentation of the PA; 

customers should access and monitor different stages within a business event; and

customers should be able to avail the service 24 x 7 (hours x days) from anywhere and possibly via different media channels and devices.

The development of this model requires a deep understanding of the process models of the PA, which brings the issue of business process modeling and process automation by means of a workflow management system (WFMS). Even if the objective of true one-stop processes is currently outside the scope of our project, our architecture aims at providing the best possible support for all the technologies that will enable such an approach in the future. This means providing standard functionality, such as: registry, workflow management, document management and digital signature in a modular fashion and also providing interoperability standards. On the organization side, we wanted to experiment with the necessary amount of BPR that has to be carried out on the PA (by testing the approach on our organization.)

BPR is concerned with the assessment, analysis, modeling, definition and subsequent operational implementation of the core business processes of an organization (or other business entity). WFMS systems provide technological support to these activities in two functional areas:

Build-time functions, concerned with defining, and possibly modeling, the workflow process and its constituent activities. A process definition normally comprises a number of discrete activity steps, with associated computer and/or human operations and rules governing the progression of the process through the various activity steps.

Run-time control functions: At run-time the process definition is interpreted by the software (the workflow engine) which is responsible for creating and controlling operational instances of the process, scheduling the various activities steps within process and invoking the appropriate human and IT application resources. 

As pointed out by several works [21, 11, 22], process modeling and automation is recommended only when:

the process is stable, that is all the process instances can be modeled using the primitives of the WfMS in a natural and complete fashion;

the complexity of the processes and the potential for improvement are enough to justify the adoption of a complex and costly technology.;

a large number of instances exist for each process (recurrent processes)

The last two limitations can be ameliorated by the use of open standards and free software and by recent innovations in workflow management tools which allow for a greater flexibility (even at run-time) in the definition and modification of the process models.

When the additional functions required for our system are considered from an architectural standpoint, the registry kernel is only one of a set of cooperating modules, its purpose being the certification of the incoming and outgoing documents, as required by the DPR 428. The registry module should be accessible by other applications or components inside the ICT system of the PA and, together with the other components should be used to improve the processes and provide communication services with the outside environment, knowledge management, shared document databases, interoperability of services and structured archives.

Reference architecture

According to the AIPA recommendations [11], the most important components for defining a modular architecture of information systems for document and workflow management are (see Figure 6, from [11]):
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Figure 6: General architecture of Information Systems for Document and Workflow Management, within the Public Administration, as recommended by AIPA.

a base technological infrastructure providing general purpose services and a specific infrastructure for the document and workflow management;

a set of applications and services based on the existent technological infrastructures.

Services are subdivided into two classes:

certification services, like electronic registry and digital signature services

vertical services, which provide typical functionality to manage administration data and information, i.e. document warehouse.

Different clients can access the services through the use of applications or directly, without using any intermediary applications. The technological and the document management infrastructures can be further subdivided as shown in Figure 7 (also from [11]). Our architecture contains only a subset of the base services and applications. In particular, we aim at a system containing all the Base IT services (right side of Figure 7), all certification services (Figure 6, registry system and digital signature), and a transactional WF engine integrated with a document management system.
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Figure 7: Components of the technological and document management infrastructures.
Development Framework

Our reference implementation is based on a client-server, web-based, modular architecture and has the typical multi-tier structure of such systems. On the server side an application server hosts the WfMS, DMS or ERS application that stores and manages all data by using a transactional database management system. On the client side a web browser interacts with the server by using secure HTTP requests and exchanging HTML web pages and forms. The resulting four tier architecture is depicted in Figure 8.
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Figure 8. General four-tier architecture of our WfMS, DMS and ERS.

All the software components used in the project are open source, portable and available across a multitude of open platforms. Some of the components were already available from the open source community: 

PostGreSQL, an open source, relational, transactional and portable DBMS

Zope, an open source, modular application server specializing in content management, portals, and custom applications

Python, a portable object oriented scripting language, used for writing the services’ core components

Other components had to be developed on purpose or are the result of joint projects with AIPA or local enterprises working on open-source projects. Among these are OpenFlow, an entity-based Workflow Management System, PAFlow, an Electronic Registry System and an adaptation of the Content Management Framework (CMF) of Zope for Document Management System. 

In the following we provide more information on the main features of the OpenFlow and PAFlow components. 

Workflow Management System: Openflow
OpenFlow has been developed according to the Workflow Reference Model as specified in [16] by the Workflow Management Coalition (WfMC). The system is composed of various components:

a Workflow Process Definition (WPD) tool, which allows to define all the activities which constitute a process and the transitions between them;

a Workflow engine, which is responsible for generating instances of processes, creating and managing the user worklist, invoking the proper application for each activity, managing the workflow advance, removing or storing an instance when the process is completed;

a Workflow monitor, which allows to control the processes through their static structure and also allows to extract all the relevant statistics of the process; and

a Workflow API, modeled on the WfMC interoperability standards [23], for exchanging process definitions with external design tools or other WFMS engines. The API currently supports the XML-RPC standard (although a SOAP version is in the plans) and is going to be extended to handle exchange of workflow data according to the WfMC specifications [24].

OpenFlow features advanced functionality such as the support for the definition of subflow activities and the capability of dynamic reconfiguration of the processes. In case of dynamic changes the engine automatically performs a check on all the active process instances. Those that can be safely guaranteed to proceed in a consistent state are retained unchanged. The other instances are routed to a special exception state for manual handling (or reconfiguration).

As for other architecture modules, Openflow has been developed as a Zope application (Product in the Zope terminology). Some users might consider this as a liability, but the Zope application server actually allows its products to inherit all the standards for interoperability it implements. For example, Zope exports all application functionality in the way of an ORB (object resource broker) mapped onto the HTTP (or S-HTTP) protocol, that is by mapping the application’s objects methods to URLs. Additionally, local or remote services can be connected by using any one of the interoperability standards (besides HTTP) provided by the Zope platform. Zope supports Internet standards including SQL, ODBC, XML, DOM, FTP, HTTP, FastCGI, XML-RPC, SOAP, WebDAV (the standard access layer of Figure 6). Furthermore, it provides a search engine, database connectivity (an internal object database, but also connectivity to external relational databases such as Oracle, PostgreSQL, Sybase, MySQL and many others), security and collaboration services.

Registry System: PAFlow

The PAFlow project
 began as a test bed for experimenting the technical standards for the interoperability of ERS systems as issued by AIPA in 1999 [8, 9, 11]. Scuola Superiore Sant’Anna developed the system following an open-source development paradigm and it was required to comply with the recommendations of the so-called minimal kernel of functionality. PAFlow acted as a reference implementation to other PAs and software companies.

The system went through a six months experimentation period during the year 2000 within the registry offices of Sant’Anna University
, and was later used for educational purposes by AIPA (in an updated version) in a course dedicated to the personnel of registry offices.

System development lifecycle

The system has been developed by using an incremental prototype lifecycle, and an open source development paradigm. This has resulted in multiple phases of the project. At the end of each phase we produced a working prototype with an attached documentation describing functional, architectural and implementation-related aspects of the system. Whenever possible, documentation has been formalized by use of Unified Modeling Language. Furthermore, a web site
 has been set up during a preliminary phase for the purpose of delivering both general information about the project and specific information about its evolving status. The results of each project phase have been periodically verified by means of both technical meetings and informal discussions among involved parties.

The first phase of the project has been requirements specification, that has been conducted in conjunction with AIPA, and resulted in the production of a requirement specification document [17] in which, by means of UML use case notation and sequence diagrams, exact functional requirements have been identified. 

ERS general architecture

The ERS system has been developed on the Zope application server. The ERS Server component is the server part of the system, runs within the Zope environment, and is composed of several components, as shown in Figure 9:

a Registry Entries Management Module, interfacing with the relational backend by means of SQL queries for the purpose of inserting, modifying and managing registry entries


[image: image10.wmf] 

ERS

 

Server

 

ER

S

 

Server

 

ERS

 

Server

 

ERS

 

Server

 

ERS

 

Server

 

ERS

 

Server

 

ERS

 

Server

 

Registry

 

Entries

 

Session

 

Module

 

Access

 

Control

 

Configuration

 

Module

 

GUI

 

Module

 

Exported

 

API Module

 

ERS

 

Server

 

API Interface

 

GUI Interface

 


Figure 9.
High level architectural decomposition of the ERS Server.

a Session Management Module, handling session related state information for the purpose of guaranteeing proper succession of steps during an operation on a registry entry

an Access Control Module, handling role, user and permission information on the system and also allowing their proper configuration by a system administrator

a User Interface Module, responsible for the HTML-based interactions with the users

a Configuration Module, allowing management of all the configuration parameters of the system

an API Module, exporting a set of methods towards external application programs that need to interact with the system at a programming level

Workflow Assignment 

An incoming message that is registered at a registry office almost always triggers a workflow process internal to the PA. AIPA recommends the implementation of process assignment, either by interaction with a workflow management system, or as an extension to the basic features of the ERS systems itself. The simplest such process consists of a single activity that a PA office (role) must perform on the received document. The document classification commonly determines the role in charge of the document handling (at least in the context of a small PA). In PAFlow this very simple workflow definition is provided as a default document management process. At the time of classification, the document is routed to the selected assignment workflow activity. The registry operator can override the assignment by explicitly specifying the PA process that will handle the document. Following the modular approach, we embedded the workflow functionality by integrating an interface module to OpenFlow.

Document Management 

For a correct management of the ERS, a DMS system should be used to store electronic documents. PAFlow has been integrated with CMF-Zope, a general purpose content management framework, in order to satisfy this requirement. The CMF product offers document indexing and classification, extended access control (by means of ACL attached to any object/folder) and fast document storage/retrieval. However, it lacked support for fundamental features, such as the capability of handling optical storage of documents, support for high speed scanners and support for digital signatures. These functionality are being added as part of our project, by integrating open-source as well as commercial modules.
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Figure 10.
Integration of PAFlow with the OpenFlow WfMS for the purpose of handling practice assignment along with the incoming registration operation.

System Security

The client-server structure and the support for web standards carry the risk of exposing sensitive data to network attacks. In order to guarantee the proper level of security and privacy, measures have been taken. First, the communication between the clients and the server is protected by means of a Secure Socket Layer (SSL) encrypted channel. This allows us to provide both server and client authentication, and the privacy of the transmitted data. Clients are authenticated by means of a personal certificate stored in a smartcard device.
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1. A document is produced within a process handled by a WFMS
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2. The process activity issues a request for the registry application
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3. The registry system completes its activity and returns the registration id 
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