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Abstract—This paper tackles the problem of optimal configura-
tion and deployment of fault-tolerant time-critical service chains
with arbitrary DAG-alike topologies. We propose RTilience, de-
signed according to a scalable cloud microservice paradigm, and
prototyped on top of the well-known Kubernetes cloud orchestra-
tor. It features real-time reservation scheduling of containers to
guarantee temporal isolation of time-critical tasks, leading to fine-
grained control of compute latencies, while allowing for sharing
physical CPUs among containers. A distributed routing library,
ReqRoute, is configured with a timeout and primary and sec-
ondary routes, enabling autonomous and decentralized handling
of failing requests. The routes are configured by a centralized
controller that performs admission control, resource management
of microservice instances, task placement, and fault detection
and recovery, extending the features available in Kubernetes.
Admission control is based on a theoretical framework enclosing
a worst-case performance model for the experienced end-to-
end response-time under various fault handling options, and an
optimization framework that computes the optimum resource
allocation for admitted services. Extensive experimentation of the
proposed solution has been performed with synthetic examples,
and an autonomous transport robot use-case, verifying that end-
to-end deadlines are effectively respected, even in presence of
high fault rates of individual microservice instances, according
to the theoretical expectations. RTilience is made available as
open-source software, released under a MIT license.

Index Terms—Fault-Tolerance, Real-Time Systems, Resource
Management and Optimization, Cloud Computing, Network
Function Virtualization, Containers, Kubernetes

I. INTRODUCTION

Cloud computing has emerged as a key technology for the
growth and development of modern distributed applications
and services, thanks to the tremendous benefits it offers to a
wide spectrum of application domains [1]. Cloud computing
principles are also being adopted in the Telco industry, where
we are witnessing an increasing adoption of Network Func-
tion Virtualization (NFV) [2]. With this paradigm, network
operators are shifting away from physical appliances sized for
peak-hour operations. Instead, network functions are deployed
as elastic software components (Virtual Network Functions –
VNFs) able to dynamically scale out and back-in as needed,
tracking the instantaneous workload variability over time.
These are deployed as service chains composed of a multitude
of virtual machines (VMs) or containers onto a flexible NFV
infrastructure managed using a Virtual Infrastructure Manager
(VIM), often implemented through a cloud orchestrator.

In distributed cloud and NFV infrastructures, fault tolerance
is paramount, as complex computing networks are prone to
failures given the amount of interconnected components [3].
Indeed, with millions of geo-distributed virtual resources
hosted on commodity hardware, even the slightest probability

of failure becomes realistic. Moreover, the dynamic and multi-
tenant nature of cloud services reduces control on the hosted
workloads, making it hard to identify the root cause of failures.

In this context, cloud services have evolved towards fully
native, microservice-based architectures, where end-to-end re-
sponse times are becoming increasingly important. Therefore,
more and more attention of research and industry is focusing
on the ability to host fault-tolerant time-critical services in
geo-distributed cloud/edge infrastructures [4], [5], [6]. Af-
fected application domains include, for example, time-critical
VNFs in NFV, e.g., vRAN, factory automation use-cases
within Industry 4.0, or self-driving/autonomous vehicles sce-
narios where cloud-enhanced functionality need to be provided
within tight and predictable response times. These applications
all need non-trivial solutions for fault-tolerance and timeliness,
so that tight end-to-end response times can be guaranteed
despite failures that may occur throughout the infrastructure.

Providing reliable real-time cloud services through a net-
worked infrastructure is not easy. Traditional QoS-aware net-
working techniques [7], [8], as well as novel technologies
such as 5G and Time-Sensitive Networking [9], are crucial
to facilitate deterministic and low-latency communications.
The physical hosts themselves are another source of unpre-
dictability due to the contention of shared resources, which
is typical of multi-tenant architectures: cores, caches, memory
controllers, and buses are often contended in unpredictable
ways. These problems may be mitigated by using mechanisms
at the operating system (OS) kernel level to provide temporal
isolation among workloads co-located on shared servers, thus
reducing their interferences, as proposed by various stud-
ies [10], [11], [12].

Contrary to conventional web and time-sensitive applica-
tions, time-critical ones require a high level of availability and
reliability, as well as precise latency guarantees, sometimes
in the order of milliseconds [13]. Such strict requirements
must be met regardless of the other workloads deployed
within the cloud infrastructure or the possible occurrence of
hardware/software/network failures [14]. Typical interactive
multimedia cloud services, such as video-call platforms, are
not seriously impacted in the event of temporary slowdowns.
On the other hand, emerging time-critical use cases like a
vision system for intersection safety in smart cities, or a cloud-
enhanced controller for robotic actuators, require cloud/edge-
based services to be constantly up, and replying within precise
response times. The inability to respect temporal constraints
may have critical, if not catastrophic, consequences.

A cloud provider may host time-critical services on ded-
icated, single-tenant, physical resources, through appropriate
interfaces [15], [16]. However, this most likely results in a
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waste of resources and money for both the provider and
the customer, if not fully utilized, especially considering the
recent efforts towards reducing energy consumption in cloud
datacenters [17]. Hence, there is a need to take full advantage
of multi-tenancy and shared resources to minimize costs and
resource waste while ensuring strict performance guarantees.

A. Paper Contributions

In this paper, we tackle the challenge of optimum de-
ployment of fault-tolerant time-critical services in a cloud
infrastructure. We propose RTilience, an open-source cloud
orchestrator for fault-tolerant, distributed service topologies
with time-critical end-to-end deadline constraints. The dis-
cussion focuses on the design, implementation, and exper-
imental evaluation of RTilience, as prototyped within the
well-known Kubernetes open-source cloud orchestrator. The
proposed solution includes a number of key components: i)
a theoretical optimization model, previously described and
evaluated through simulations in [18], to ensure predictable
end-to-end response times for the execution of a DAG-alike
distributed computation in presence of a maximum number of
faults; ii) a hierarchical real-time scheduler for Linux, used
to provide precise and fine-grained temporal scheduling guar-
antees to individual Kubernetes containers [19], guaranteeing
temporal isolation among containers while allowing them to
share physical CPUs; iii) a Kubernetes admission control
component using the above optimization model to compute
the best configuration for deploying time-critical services, or
updating the configuration of existing ones; and iv) ReqRoute,
a middleware to deploy our services which supports fault
detection and handling via double forwarding of requests to
primary and secondary nodes or request retransmissions upon
timeout, as configured by the admission control component.

B. Paper Structure

This paper is structured as follows: Section II provides a
comparison with related works found in the literature, then
Section III outlines the motivations and a high-level descrip-
tion of RTilience. Section IV describes its core design and
provides implementation details. Section V presents extensive
results from the experimental evaluation, performed using
synthetic scenarios, and a realistic autonomous transport robot
use-case. Finally, conclusions are drawn in Section VI, along
with a brief discussion of possible future research on the topic.

II. RELATED WORKS

The problem of designing real-time and fault-tolerant cloud
services received considerable attention in the research liter-
ature [4]. Generally, we can distinguish among reactive and
proactive fault tolerance approaches [20], [21], [22], [23]. The
former approaches deal with a failure after it occurs, typically
by replaying or retrying the task execution on another instance
after a fault occurred (i.e., checkpointing and resubmission),
or by concurrently running it on multiple instances (i.e.,
replication). On the other hand, a proactive approach tries to
prevent faults to happen, by predicting failures in advance, and

taking action beforehand. Several recent contributions leverage
machine-learning and artificial intelligence for predicting and
classifying system-level metrics from cloud instances [24],
by applying preemptive migration [25], reboots or other ac-
tions [26]. For the sake of brevity, in the following we focus on
reactive approaches, in which our proposed framework falls.

Several authors propose fault tolerance approaches based on
replication and task re-submission due to the relatively low
latency recovery time and simplicity. While a subset of these
contributions consider also latency-sensitive applications, they
are rarely effective for time-critical services, because faults
manifest not only as conventional infrastructural problems
(i.e., transient network issues or persistent hardware failures)
but also as deadline misses. To the best of our knowledge, no
other related work incorporates all the following features of
RTilience: i) support for time-criticality through mechanisms
at the bottommost level of the software stack (i.e., OS,
Network protocols, I/O subsystem), and specifically real-time
reservation-based CPU scheduling; ii) support for complex dis-
tributed applications with arbitrary DAG-alike topologies; iii)
fault tolerance through a combination of retry and replicated
executions, while guaranteeing end-to-end deadlines despite
failures, thanks to a sound formal analysis and optimization
framework used at admission time; and iv) a practical imple-
mentation integrated within an industrial-grade cloud orches-
trator like Kubernetes, evaluated using a realistic workload.

Table I summarizes the major characteristics of the works
discussed below, highlighting: their suitability for time-critical
scenarios; the main proposed fault-tolerance mechanism; their
applicability to complex, distributed end-to-end topologies;
and whether they were evaluated through a practical imple-
mentation and real experimentation, or using simulations only.

FTCloud [27] introduces a component ranking framework
to identify significant components (in terms of invocation
frequency) in a cloud application and determine their optimal
fault tolerance strategy. The proposal considers three varia-
tions of the replication technique: recovery block, N-version
programming and parallel. The final decision is influenced
also by a user-based preference in terms of response time and
cost trade-off. However, the component ranking and strategy
selection algorithms are simple and do not take into account
temporal interferences. Furthermore, there is no information
regarding the practical implementation. The same authors
propose a variation of the framework to support Byzantine
faults [28], a class of failures that appear inconsistently failed
and functioning to different observers.

Javed et al. [29] propose a fault-tolerant architecture for
the edge-cloud continuum. A federated management system
is provided serving as a unified interface to data management
and processing in both edge and centralized clouds. The
performance of the architecture is extensively evaluated in
terms of latency and throughput using a smart building use
case. However, faults are handled solely in terms of data
replication, with no attempts to react to faulty devices and
without considering state changes in the IoT environment.

Mudassar et al. [30] present an adaptive fault-tolerance
methodology for latency-oriented Internet-of-Things (IoT) ap-
plications. As in our model, an application is represented as a
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TABLE I
COMPARISON WITH RELATED WORKS.

Time-
Critical

Fault-
Tolerance

Distributed
App. Model

Practical
Evaluation

[27] × Repl. variants ✓ ×
[28] × Replication ✓ ×
[29] × Replication × ✓

[30] × Replication,
Checkpointing

× ×

[31] × Replication × ✓

[32] × Re-submission,
Circuit breaker

✓ ✓

[33], [34] ∼ Replication × ✓

[35] ✓ Repl. variant × ×
[36] ✓ Replication ✓ ×

RTilience ✓ Replication,
Re-submission

✓ ✓

Acronyms: Application (App.), Replication (Repl.)

DAG of tasks. The proposal leverages smart checkpointing and
replication to provide a reliable distributed edge network. In
particular, the task states are periodically stored as incremental
snapshots and replicated on selected edge nodes (based on
vicinity). However, the queuing delay is oversimplified and
does not take into account end-to-end latencies. Moreover, the
approach is evaluated through simulations only.

Zenpeng et al. [36] propose a greedy fault-tolerant schedul-
ing algorithm for microservice-based, deadline-constrained
applications. Their heuristic strategy optimizes the execution
cost (in terms of billing) while satisfying the deadline and re-
liability requirements for each task. Fault tolerance is realized
through task replication on the most suitable virtual resources.
The approach is evaluated only by simulations.

ReLIEF [35] proposes a primary-backup strategy for the
placement of real-time tasks on a fog network. The selection
process is determined by a Reinforcement Learning (RL)
model. Failures are tolerated on communication links and
processing units by establishing a balance between communi-
cation delay and workload distribution on each fog device. In
case of fault, the backup tasks reside on fog nodes where they
have enough time to complete within the deadline. ReLIEF is
also evaluated through simulations only.

Toka [31] extends Kubernetes to support latency-sensitive
pod scheduling in a large-scale edge computing topology.
The major contribution is an online scheduler for deploying
on-the-fly Pods with latency requirements. Nodes that are
unreachable, or whose network delay do not satisfy the latency
requirements of the Pod, are filtered out during placement.
Reliability is guaranteed by migrating the pods to healthy
nodes. However, the work does not explicitly consider real-
time applications and deadline constraints, nor does it employ
a mechanism to ensure that the end-to-end latency is not
disrupted by transient problems nor faults. Moreover, the paper
lacks a proper evaluation of their contribution.

In the public cloud industry, fault-tolerance is supported
mostly through the use of majority-based data replication, as
available to cloud-native applications through a variety of data

store services, from traditional relational DBMS to NoSQL
ones. A few of these offer response time guarantees, like
DynamoDB [33], promising “single-digit millisecond” latency.
The guarantee only covers the 99th percentile of response
times with small, simple requests (i.e. get or put operation),
and when invoked from within the EC2 cloud. Similar guar-
antees are provided by BigTable [34] for clients within the
GCP platform. The quorum-based design in these systems,
often using 3 replicas, makes them naturally tolerating single
failures in each replication group, whilst predictability guar-
antees are achieved using SSD drives, coupled with capacity-
aware placement techniques. However, these systems: provide
relatively weak end-to-end guarantees, with a non-negligible
probability of client requests still exhibiting unacceptably high
response times; focus on the data storage service only, which is
just one brick in the construction of fault-tolerant distributed
applications/services; and do not provide native support for
DAG-alike applications, leaving developers with a bunch of
good hints [37], [38], as to how to realize robust and well-
performing cloud-native applications.

Service meshes are popular for enabling fault-tolerance
in cloud-native applications, with studies (e.g., Sedghpour
et al. [32]) showing that circuit breakers improve latency
by failing fast, while retries can increase end-to-end delays.
Similarly, tools like the open-source load balancer HAProxy1

support high availability through connection timeouts, retry
limits, and health checks. These tools provide best-effort
performance, without the timing and fault-tolerance guarantees
provided by RTilience. Hence, these are not directly compa-
rable with our proposed solution.

III. THE FAULT-TOLERANT REAL-TIME CLOUD

The system model considered in this paper and the general
architecture of RTilience have been introduced and evaluated
by simulation in previous papers [39], [40], [18]. These are
quickly recalled and summarized in this section.

The goal of this architecture is to execute a set A of nA
time-critical applications. Each application Ag ∈ A (with
1 ≤ g ≤ nA) is formally modeled as a Directed Acyclic
Graph (DAG) [41], [42] represented as Ag ≡ (Γg, Eg). Γg is
a set of ng tasks τgi (with 1 ≤ i ≤ ng), and Eg ⊆ Γg × Γg

is a set of directed edges connecting the tasks to create an
acyclic topology. Each task τgi ∈ Γg is a sequential activity
that processes some input data to generate output data after, at
most, a Worst Case Execution Time (WCET) cgi . Each edge
(τgi , τ

g
j ) ∈ Eg represents a direct communication between the

two tasks: at the end of its computations, τgi sends a message
to τgj . Each application has exactly one task without incoming
edges (the input task τg1 ) and one task without outgoing edges
(the output task τgng

, simply referred to as τge for simplicity).
An application activates when its input task τg1 receives

some data from a client, and the activation finishes when the
output task τge emits its output. A time-critical application Ag

is also characterized by a minimum inter-arrival time P g (the
minimum time between two consecutive DAG activations) and
an end-to-end deadline Dg: if τg1 is activated at time t, then

1More information is available at: https://www.haproxy.org/.

https://www.haproxy.org/
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τge must generate its output before time t +Dg , or the DAG
activation is considered failed (i.e., a deadline is missed).

For a cloud-native application Ag , every task τgi ∈ Γg is
implemented by a microservice Sl ∈ S hosted on the cloud
infrastructure. Tasks from different applications might share
the same microservice, therefore function φg : Γg → S maps
each application task τgi ∈ Γg to the microservice Sl ∈ S
implementing it. In turn, a microservice Sl is composed of
ml workers/instances (e.g., typically containers or VMs) over
which requests for the microservice are distributed. Notice that
the WCET cgi of task τgi corresponds to the WCET cl of the
microservice Sl = φg(τgi ) implementing the task.

The goal of RTilience is to be resilient to transient faults
of the containers implementing the microservices. For this
reason, the system must be able to detect transient faults timely
and react to them so that the served time-critical application
can tolerate the faults. The model achieves fault-tolerance
through replication and re-execution by assigning partial
deadlines to the tasks. Our analytical approach determines
whether there is sufficient time to re-execute a task on a
different instance of the same microservice, in the event of
a partial deadline miss. If this is not possible, meaning that
the re-execution results in an end-to-end deadline miss for the
DAG activation, then the task is said to be critical, and it
is simultaneously replicated on two different instances. This
way, if one of them fails, the other one still completes on
time. The model is able to guarantee that the end-to-end
deadline Dg is respected in spite of F faults occurring across
different microservices involved in a single DAG activation.
The guarantee holds assuming that, for each microservice, one
of the two invocations, primary or secondary, is successful,
i.e., we neglect the probability that both the primary and sec-
ondary instances within the same microservice fail at the same
time (this is achievable deploying them in fault-independent
locations, e.g., different availability zones).

Partial deadlines can be computed and assigned in various
ways. Our algorithm [18] computes a series of Worst Case
Response Times (WCRTs) for each task τgi , obtained by
considering the task’s WCET as a baseline, and factoring in: i)
the worst-case number of simultaneous activations requested
by the admitted applications; ii) the possible number of faults
(up to F ) that may have occurred up until the task; and iii)
the number of instances implementing each microservice. The
third factor can be optionally left unspecified: in this case, our
algorithm operates in capacity planning mode, suggesting the
optimal number of instances per microservice. These WCRTs
are then used to formulate an optimization problem (linear in
standard mode, quadratic when in capacity planning mode)
to compute the optimal partial deadlines. The objective is
to minimize replication, i.e., the number of critical tasks. In
practice, faults are detected via timeouts derived from these
partial deadlines, and tolerated by static replication for critical
tasks, or re-execution for non-critical ones. For the sake of
brevity, we refer the readers to [18] for further details on the
fault model, system analysis, WCRTs and partial deadlines
computation, and the identification of critical tasks.

IV. ARCHITECTURE AND IMPLEMENTATION DETAILS

RTilience is designed around the Fault-Tolerant Real-Time
Cloud concept envisioned in [39], and has been implemented
using RT-Kubernetes, our modified version of Kubernetes [19]
supporting real-time containers. The main components of
RTilience are illustrated in Figure 1, and described below.
All the components of RTilience are released as open-source
software components2, made available through a MIT license
(modifications to the Linux kernel are released under the
kernel own GPL license).

A. RTilience Overview

Fig. 1. RTilience overview with the Controller, ReqRoute library and RT-
Kubernetes.

RTilience consists of RT-Kubernetes, a request routing li-
brary, and a controller enclosing the optimization algorithms
from [18] recalled in Section III. The request routing library
(ReqRoute) is used to interconnect the various microservices.
Each microservice is implemented by multiple containers, and
requests are distributed on them using a formally analyzed
method based on the provided parameters. Containers act
as both primary and secondary replicas for the different
DAG’s tasks, and the ReqRoute library distributes messages
to the appropriate replica as configured by the controller.
The microservices are implemented using a socket-like API
exposed by ReqRoute, and the library implements all the
RTilience routing features transparently. In Kubernetes, the
basic execution unit is a “Pod”, that can be composed of
multiple containers. In RTilience, each Pod comprises exactly
one container, which runs a microservice instance. Hence, in
the following the terms “Pod”, “container”, and “microservice
instance” (or simply “instance”) will be used interchangeably3.

2See: https://retis.santannapisa.it/~tommaso/papers/ieeetsc25-rtilience.php.
3We use different terms because Kubernetes manages Pods, the CPU sched-

uler in the OS kernel schedules processes within containers, and ReqRoute
forwards requests among microservice instances.

https://retis.santannapisa.it/~tommaso/papers/ieeetsc25-rtilience.php
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From a practical standpoint, in order to use RTilience,
one needs: 1) Kubernetes with our modified real-time sched-
uler [43] for the Linux kernel installed on all worker nodes;
2) the Controller described below, deployed in Kubernetes as
a pod; 3) DAG applications (deployed as pods) and devel-
oped using our ReqRoute library, described below, enabling
seamless interactions among individual tasks of the DAG and
the controller. The latter performs an optimization of the de-
ployment enabling a balanced distribution of primary and sec-
ondary routes among all microservice instances. The resulting
routes and timeouts are configured within the ReqRoute library
used by every microservice. This allows for the seamlesss use
of the real-time scheduling features available in the underlying
modified kernel, resulting in a DAG deployment with strong
end-to-end latency guarantees, as modelled in the controller.

In the original model [39], a generic load balancer was intro-
duced to distribute the requests on the various containers im-
plementing a microservice, and in the previous analysis [18],
a Round-Robin load balancer was assumed to compute the
WCRT for each service. In this work, we simplified the
computation of the queuing delay for a request submitted to a
microservice (Equations (6), (7) and (8) in [18]), by statically
configuring a primary and secondary route for each ReqRoute
instance. This facilitates the computation of the worst-case
queueing delay of all containers and their WCRTs, because the
controller knows a-priori which ReqRoute instance submits its
requests to which container.

B. RT-Kubernetes

RT-Kubernetes [19] is an extension of the popular Kuber-
netes container management software, adding integration with
a real-time control group scheduler [43] we implemented in the
Linux kernel. These modifications to Kubernetes allowed real-
time containers to use an extension of the SCHED_DEADLINE

reservation-based scheduler that can be found in the mainline
Linux kernel, namely the HCBS (Hierarchical Constant Band-
width Server) patchset [43], which is based on the Earliest
Deadline First (EDF) algorithm. It allows for scheduling a
container i (more precisely, the set of real-time tasks running
in a container) through a (Qi, Pi,mi) tuple, meaning that
the real-time tasks run for Qi time units every Pi time units
on mi CPU cores. In the time-slices of the physical CPUs
assigned by the kernel to each container, its real-time tasks are
scheduled in turn using the standard Linux priority-based real-
time scheduler, realizing effectively a hierarchical arrangement
of schedulers (a priority-based scheduler nested within an
outer EDF-based one). The benefit is that unprivileged real-
time containers can share worker nodes with other containers
without starving them and still be guaranteed their specified
time-slices of the CPUs. In order for this to work, the worker
node must not be overloaded, meaning that the utilization of
each physical CPU core must be smaller than a maximum (the
utilization of a CPU core is given by the sum of Qi

Pi
for all

the containers allocated to the core), normally below 0.95.
RT-Kubernetes [19] was based on modifications to the key

Kubernetes components kubelet and kube-scheduler. The
former controls the execution of Pods on each worker node,

by invoking services exposed through the so-called Container
Runtime Interface (CRI). A few CRI implementations are
available, including docker and containerd, that leverage
features available in the Linux kernel. On the other hand,
kube-scheduler is the component running on the Kubernets
controller node responsible for allocating Pods to worker
nodes. The original RT-Kubernetes included invasive changes
to these components, requiring significant effort to update the
implementation to newer Kubernetes versions.

In the architecture presented in this paper, exemplified in
Figure 2, the RT-Kubernetes functionalities have been re-
implemented without modifying any upstream Kubernetes
component. This has been done on the controller node by
introducing the RT Admission Service, exploiting an extension
mechanism provided by kube-scheduler, and on worker
nodes by introducing a proxy between the kubelet and the
container runtime. The RT Admission Service implements
webhooks that are invoked by kube-scheduler every time
it needs to take an allocation decision, to prioritize and filter
worker nodes. In our implementation, we filtered worker nodes
ensuring the hosted Pods do not over-subscribe them.

CPU M

RT Admission
Service

Kube-Scheduler

Controller Node

CPU 1

Container
Runtime

CRI-RM
Proxy

Kubelet

ReservationsReservations

Container 1 Container n

Worker Node

SCHED_DEADLINE with HCBS

MN

WN

WN

webhook 

...

...

...

Linux Kernel

Thread

Fig. 2. A Real-Time Kubernetes cluster.

Once a worker node is selected by the Kubernetes scheduler
and the container is created by the node’s kubelet, the
container’s (Qi, Pi,mi) scheduling parameters are set using
the cgroup interface4. Instead of modifying the kubelet to
set the container’s scheduling parameters, we inserted a proxy
between kubelet and the container runtime, realized as a
modified version of the Intel’s CRI Resource Manager5 (CRI-
RM). The proxy relays requests and responses back and forth
between the two components, altering the CRI requests so to
apply the scheduling parameters. The extension server and the

4See: https://www.kernel.org/doc/Documentation/cgroup-v1/cgroups.txt.
5See: https://github.com/intel/cri-resource-manager

https://www.kernel.org/doc/Documentation/cgroup-v1/cgroups.txt
https://github.com/intel/cri-resource-manager
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CRI-RM proxy are only used when starting a container, so a
small overhead is added only at containers’ startup time.
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Fig. 3. CDF of the normalized response times of a set of real-time tasks.

The effectiveness of the implementation can be appreciated
by executing some simple real-time applications inside RT-
Kubernetes containers. For example, a real-time application
is often modeled as a set of periodic real-time tasks τi with
activation period Ti and execution time Ci. In this case, if such
tasks are independent and executed with real-time priorities
(for example, using the SCHED_FIFO scheduling policy) inside
a container scheduled with parameters (Q,P,m), then the
theoretical analysis of the so-called Compositional Scheduling
Framework (CSF) [44], [45] allows computing the worst-case
response time of each task. To verify this, such an application,
similar to rt-app6 has been implemented and executed inside
a Kubernetes container, using the standard Linux scheduler or
fixed priorities with RT-Kubernetes.

Figure 3 plots the experimental Cumulative Distribution
Function (CDF) of the normalized response times (response
time divided by the task period) for a set of real-time tasks
with (Ci, Ti) parameters (8ms, 60ms), (13ms, 80ms), and
(22ms, 90ms). According to the theoretical CSF, this taskset
is schedulable by a (Q = 7.5ms,P = 11ms) reservation.
As can be appreciated in the figure, when the standard CPU
scheduler is used (green “Non Real-Time” line), the CDF
has a long tail finishing near 1.4, with a 10% probability
of normalized responses larger than 1, i.e., deadline misses.
On the other hand, the “Real-Time” line (corresponding to
fixed priorities scheduled by the (Q = 7.5ms,P = 11ms)
reservation computed according to CSF analysis) exhibits a
100% probability of normalized response times smaller than
0.7, i.e., all tasks finish well before their next activation.

C. ReqRoute

ReqRoute is a messaging library exposing a socket-like API
providing routing, fault detection, and fault handling features
required by the DAG instances. ReqRoute instances are man-
aged by the controller that starts and stops Pods enclosing
them. For each ReqRoute instance, the controller delivers a
configuration that includes a list of the DAG instances to
handle, including, for each DAG instance, input and output
routes. Input routes specify what instances to receive messages
from. If multiple routes are configured, the library will wait for
all routes to deliver a message and all the received messages
will be passed as input to the instance computing function.
Output routes specify what peers a message should be sent to,

6https://github.com/scheduler-tools/rt-app

at the end of the microservice computations. If multiple routes
are stated, the message will be sent in a fan-out fashion to all
of them. Each route can be critical or non-critical, depending
on the criticality of the associated task, and has a configured
primary and secondary peer to send messages to. If an output
route is critical, the message is replicated and sent to both
peers. Otherwise, it is sent to the primary first, then, if no ack
is received within the configured timeout (computed based on
the WCRT), the same message is sent to the secondary peer.

Passive fault monitoring is done locally by ReqRoute by
capturing acknowledgment messages, leading to lower over-
heads compared to the active liveness probing in Kubernetes.
Then, ReqRoute reports the DAG progress every 10 seconds
and successor instance faults when needed to the controller.
A fault report may trigger a Pod replacement for the affected
ReqRoute’s instance, and the reconfiguration of message rout-
ing. The overhead of the report mechanism is comparable to
the one in the standard Kubernetes kubelet, which reports
faults to the resource controller via the API and Etcd database.

As illustrated in Figure 4, an acknowledgment (rr_ack)
of message processing is used to detect timeout violations.
Consider a communication from instance X to a microservice
with primary Y1 and secondary Y2. In the top half of the
figure, X uses a critical route, so the message is sent to both Y1
and Y2 simultaneously. In the example, an acknowledgment
from Y2 is not received within the configured critical timeout,
so a fault is reported for that instance. On the bottom half of
the figure, the route is non-critical, thus the message is first
sent to Y1; since an acknowledgment is not received within
the configured timeout, a fault is reported for Y1, and the same
message is sent to the secondary instance Y2.

Instance X Instance Y1

rr_send

rr_ack
TOut

Process
request

Instance Y2

Process
request

rr_ack

rr_send

TOut1

Process 
requestrr_ack

TOut2

rr_send

Fig. 4. ReqRoute detecting timeout violations.

Figure 5 shows a simplified overview of the internals of the
ReqRoute library. On the left, there is the application facing
socket-like functions exposed by the API:

• rr_send, used to send a message. To avoid blocking calls,
a ReqRoute instance has one global transmit queue (TX)
storing messages to be sent, and a condition variable is
used to trigger the tx-thread to transmit the message. After
a message has been sent, it is stored in a retransmit queue
(RTX) used to detect timeouts and to perform retransmis-
sions handled by the resend-thread (rtx-thread).

https://github.com/scheduler-tools/rt-app
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Fig. 5. ReqRoute internals.

• rr_select, used to wait until messages are received for a
set of DAGs, using a condition variable that is signalled by
the rx-thread when messages are available.

• rr_recv, used by the application thread to read messages
for a given DAG, pulling from a per-DAG receive queue
protected by a mutex, filled with messages by the rx-thread.

• rr_ack, used to acknowledge that a received message has
been processed; this function triggers an acknowledgment
packet to be sent to the sender.

• router_cb, a callback invoked when DAG route configu-
rations are added, updated or removed.

The blue boxes in Figure 5 show the shared transmit (TX)
queue, the retransmit (RTX) queue, and the per-DAG receive
(RX) queues. The green boxes represent the ReqRoute threads:
• tx-thread waits on the send message condition variable to

be signaled and (when woken up) reads the shared transmit
queue to transmit messages. The transmission is done using
UDP sockets with MessagePack encoding of metadata.
After a message has been sent, it is moved to the retransmit
queue to detect timeouts and to handle retransmissions.

• rtx-thread detects and reports timeouts, and handles
retransmission for non-critical messages.

• rx-thread handles incoming messages, queued per DAG.
• cfg-thread handles configuration updates sent by the

controller. A read-write lock is used to allow concurrent read
access to the DAG route structures and to have protection
when updating them.

• report-thread reports DAG progress and instance faults
in mini-batches to the controller using an HTTP REST API
exposed by the controller.

When the library is initialized in “real-time mode”, the

tx-thread, rtx-thread, and rx-thread are scheduled
with the SCHED_FIFO policy using a configurable real-time
priority (we use 33 in the experiments presented in this
paper). Normally, this would require administration privileges
or the CAP_SYS_NICE capability. However, when using RT-
Kubernetes described in Section IV-B a containerized ap-
plication can use SCHED_FIFO even without running with
special privileges or capabilities, provided that a non-zero
rt_runtime_us is allocated for the application’s container.

D. The Controller
The RTilience controller is responsible for the control

plane of the microservices and distributes the data plane

configurations to every instance. It functions similarly to a
service mesh control plane, allowing a central routing to
control traffic within the cluster. The RTilience controller, in
cooperation with the Kubernetes controller, works by keeping
a declared desired state of the cluster: each Deployment has
a specified desired replica count of Pods hosting each mi-
croservice instance; and each microservice is labelled with its
WCET, microservice name, and real-time parameters to claim
resources, as well as standard Kubernetes Pod specifications
for prioritization. More in detail, the RTilience controller: i)
derives the requirements from a new DAG registration for its
admission, as illustrated in Figure 6; ii) monitors updates to
the desired and actual state of Pods, Deployments and DAG
requirements; iii) performs the corresponding DAG admission
status and task-to-instance assignment updates, as depicted in
Figure 8; and iv) collects fault and progress reports from the
instances to determine their health status, as shown in Figure 9.

In what follows, we describe each of these activities in
detail. The first activity is deploying a newly registered DAG
to perform its tasks using the underlying microservices (see
Figure 6). A user registers a DAG by issuing an HTTP
POST request to the controller with the task DAG Ag , the
task-microservice mapping φg : Γg → S , minimum period
P g , max DAG faults F , and DAG deadline Dg . Then, the
controller executes the optimizer [18] to derive the partial
deadlines, the criticality mode, and the WCRTs for each DAG
task. If the current number of microservice instances is insuffi-
cient to host the new DAG, the optimizer is executed again in
capacity planning mode to derive microservice requirements
on how many instances are needed for each microservice.
While the new DAG is waiting in admitting status, the con-
troller acts as a horizontal auto-scaler by adjusting the desired
number of microservice instances in each Deployment using
the Kubernetes API. The client registering a DAG can query
the DAG’s status to see when it is admitted. The client’s data
plane, e.g. in the same Pod, also makes use of the ReqRoute
library to communicate with the first and last microservices.
Hence, it also receives routing configuration updates from the
controller, and the router_cb callback informs the client
when the DAG is admitted, so it can start sending requests.

DAG registration incurs the highest overhead with respect
to the original Kubernetes due to the optimization step. In [18]
we conducted an extensive campaign of experiments to empiri-
cally evaluate the solve time overhead. We randomly generated
100 scenarios, each featuring either random or chain-like
topologies, composed of ng ∈ [5, 20] tasks and nA ∈ [1, 60]
interfering DAGs with same topology. Figure 7 revisits the
solving time plot of [18], showcasing the overhead introduced
by operating the optimizer in capacity planning mode to
compute the partial deadlines and determine the criticality of
each task, for different scenarios. As expected, the solving time
ramps up quickly as the problem size grows: 1-2 seconds for
relatively small problems with up to 200 tasks; up to ∼ 10
seconds for larger problems.

The controller functionality for closing the gap between
current and desired state is illustrated in Figure 8, and it is
initiated when either the current or desired state is changed.
The task to instance assignment procedure shown in Figure 8
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Fig. 6. Controller DAG register or delete activity flow diagram.
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Fig. 7. Optimizer solving time vs problem size (i.e, ng · nA). From [18].

is carried out using a data plane configuration: for each task of
each DAG, a primary and secondary instance are designated
for request routing, along with the criticality mode and the
timeout of the task. Additionally, the data plane configuration
also contains information on which tasks an instance should
receive messages from, so to handle joins before proceeding
to the actual processing. This data plane configuration is then
split into per-instance updates that are distributed in HTTP
chunks to the ReqRoute within all affected instances. These
updates contain information on when they should be applied
(a client request sequence number), so that the update can
be applied correctly in a fully distributed way across the

input

output

Pod
event

Deployment
event

health
event

DAG requirement
event

task assignment to instance

configuration update

configuration distribution DAG status update

Fig. 8. Controller: tasks-to-instances assignment and configurations update.

instances. Thanks to the configuration of both primary and
secondary routes for instances, the central controller is not part
of the fast fault handling mechanism, so it has a more relaxed
time window to apply re-configurations. The assignment uses a
Worst-Fit policy, i.e. it picks the instance with the least number
of tasks assigned, with the constraint of anti-affinity between
primary and secondary instances. To prevent incomplete DAGs
from locking resources for each other, only complete DAGs are
assigned and status is updated to admitted. Priority is given to
DAGs that already have some assignments, but lost a primary
or secondary route. The overhead of updating assignments is
moderate since the optimizer is not needed for this, but is
larger than standard Kubernetes that would use a Service as a
proxy for the Pods in the Deployments.

The clients and instances that send requests using ReqRoute
to the next task in the DAG wait for an acknowledgment that
should come after the next task is processed and its results
are sent. The ReqRoute library accumulates acknowledgment
timeouts over mini-batches and sends fault reports with in-
formation on how many faults for primary and secondary
instances have been observed. Therefore, each instance super-
vises its downstream instances. These faults correspond to the
transient nature of faults in the model described in Section III.
The controller then collects these fault reports and accumulates
over all the reports for an instance, as shown in Figure 9.

input

output

fault & progress report

mark instance unhealthy

too high fault rate

fault decision

Fig. 9. Controller: fault reporting and marking of unhealthy instances.

Based on the fault rate (compared with the potential max
rate of faults), a decision can be made to mark an instance as
unhealthy, i.e. a change in current state and a trigger for the
controller functionality shown in Figure 8. This first leads to a
re-assignment of the tasks to other instances (when available),
then to a replacement of an unhealthy instance. Re-assignment
can be performed by the next DAG period if other instances
have enough spare capacity. Otherwise, we need to mark an
instance as unhealthy, going beyond a transient fault model,
since on the next period the instance is not available and has
a permanent fault. In this case, we need the time it takes for
Kubernetes to start a new Pod and make it available (in our
evaluation, that is around 4-10 seconds). This permanent fault
decision is only activated in the evaluations in Section V-C.
In addition to fault detection based on fault reports, standard
Kubernetes methods using active health probes can be used,
even if such monitoring has a higher overhead. On failure,
Kubernetes will terminate unhealthy Pods. The potential tasks
assigned to such terminating Pods will automatically be re-
assigned by the controller to other Pods directly or when they
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become available. The fault decision overhead in RTilience
compared with standard Kubernetes is due to the accumulation
of several fault reports instead of only one kubelet report
on probe fault. The fault mitigation for permanent faults of
replacing a Pod is using the same mechanism as in standard
Kubernetes, and hence have the same overhead.

During periods of a permanently failed Pod, if the second
replica also fails, a request may need to be dropped. As shown
in Section V-C, our design is also robust in case of sporadic
double faults, even though not strictly covered by the analysis.
However, if a double fault happens in both replica Pods of
the same task (either critical or non-critical), then the request
experiencing the double fault is dropped, so this is a possibility
that, albeit unlikely, needs attention at the application level.

V. EXPERIMENTAL EVALUATION

To carry out an experimental validation of RTilience, we
used the ReqRoute library presented in Section IV-C to de-
velop a microservice-based application and a client to interact
with it and measure response times. The application consists
of multiple microservices, each replicated a number of time
to assess RTilience’s fault tolerance. The client registers a
DAG with the controller described in Section IV-D, specifying
the application topology and associated parameters, including
execution times and real-time reservations. The controller then
instructs the underlying microservices on how to route packets
so to implement the desired DAG topology. Each microservice
is configured by either the client or RTilience’s controller to:
i) receive packets from one or more input microservices, or
the client; ii) execute for a specified amount of time ci in a
busy loop; and iii) produce outputs for one or more output
microservices, or the client. Finally, the client periodically
sends packets to the first task of the specified DAG, expecting
to receive back a response from the last task, measuring the
Round-Trip-Times (RTTs) experienced by each packet. At
run-time, the client encodes in the packet which instances
should inject a fault during task execution, based on the overall
fault rate level for DAG activations. We consider two types
of failures in the experimental evaluation: transient (i.e., the
microservice instance does not send a response in time) and
persistent (i.e., the underlying Pod crashes). Multiple client
instances can be instantiated to deploy DAGs simultaneously,
thus generating interference during their activations.

We used this setup to conduct experiments on a Kubernetes
cluster with a controller node and two worker nodes. The
controller, client and microservice instances all reside on
dedicated Pods instantiated using Kubernetes’ Deployment and
Service objects (the recommended tools to deploy and manage
Pod instances). The physical hosts are Dell machines based
on an Intel Xeon E5-2650 CPU running at 2.60GHz, with 64
GB of RAM. Hyperthreading has been disabled, and only 16
CPU cores have been used; two of them have been isolated
and are not available to Kubernetes. The hosts have a 10 Gb/s
network interface and are connected through a 40 Gb/s switch.
The ping time between two hosts (measured using the “ping”
command) ranges from 32µs to 88µs (average 50µs). The
RTT between two containerized applications using ReqRoute

ranges between 103µs and 256µs (average 116µs) when the
containers are deployed on the same host, and between 173µs
and 347µs (average 190µs) when the containers are deployed
on different hosts. These times include the latencies introduced
by the CNI plugin used to interconnect the containers.

As explained in Section IV-B, a scheduler extension is used
to filter the worker nodes so that they are not overloaded.
Except this, the standard Kubernetes scheduler is used. When
a container is scheduled on a worker node, the modified CRI-
RM proxy allocates it on the node’s CPU cores using a First
Fit policy so that no core is overloaded.

A. Simple 2-Tasks Pipeline

The first set of experiments evaluates RTilience using a
simple 2-tasks pipeline, with τ1 sending its output to τ2,
where the WCETs are c1 = 10ms and c2 = 30ms, so the
theoretical worst-case RTT is c1 + c2 = 40ms (excluding
network delays). The client periodically sends packets with a
period T = 300ms, equal to the end-to-end DAG deadline
D = 300ms. We assume only transient faults, thus the
advanced healing functionalities of the controller are disabled.
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Fig. 10. CDF of the RTTs measured with 1 instance of the simple 2-tasks
pipeline and no faults. The end-to-end deadline is D = 300ms.
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Fig. 11. CDF of the RTTs measured with the simple 2-tasks pipeline and a
10% failure probability on each node. End-to-end deadline: D = 300ms.

Figure 10 shows the experimental Cumulative Distribution
Function (CDF) of the RTTs for a single DAG instance. The
top subfigure depicts the experimental CDF with the Y axis
in linear scale, and the bottom one with a non-linear scale
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on the Y axis, to better highlight the details of the curve
near probability 1. Due to the absence of additional real-time
workloads, the obtained RTTs are close to the theoretical value
of 40ms. Due to the absence of faults in this scenario, the
“Non Real-Time” curve corresponds to running this DAG on
an unmodified Kubernetes cluster, which uses the Linux de-
fault scheduler. As visible in the plots, using hierarchical real-
time scheduling features we embed in RTilience to schedule
the applications’ threads increases slightly the average RTT
(the “Real-Time” plot is slightly on the right of the “Non
Real-Time” plot), but reduces the worst-case RTT (the “Real-
Time” plot has a shorter tail than the “Non Real-Time” plot).
For these experiments, we used a reservation period P = T
equal to the DAG’s period and a runtime Q = 0.9P a bit
smaller than the reservation period (so that every reservation is
allocated on a dedicated CPU core, resulting in the scheduling
model analyzed in previous papers).

Figure 11 presents the experimental CDF obtained when
each one of the two tasks has a 10% probability of experi-
encing a transient failure. For space reasons, we just show the
non-linear scale plot zoomed over high percentiles (similarly
to the bottom plot of Figure 10), omitting the linear-scale
plot. In this case, the “Real-Time” and “Non Real-Time” plots
are almost coincident because the delays are dominated by
the effects of tasks’ failures. In any case, the figure shows
that even with this high (even pretty unreasonable) failure
rate, RTilience is able to respect all the deadlines. Figure 12
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Fig. 12. CDF of the RTTs measured with the simple 2-tasks pipeline, no
faults, and additional load on the worker nodes (D = 300ms).

shows the experimental CDF of the RTTs obtained when
the worker nodes are disturbed by a background workload
composed of hackbench7 and a set of periodic tasks with a
40% utilization. The non-real-time containers experience some
additional latency due to the “noisy neighbor” effect, and the
tail of the “Non Real-Time” CDF is much longer.

Finally, Figure 13 shows the experimental CDF measured
when the containers serve 3 instances of the DAG, still
configured with the same end-to-end deadline equal to the
activation period D = T = 300ms. Notice that, consistently
with the theoretical analysis, RTilience is still able to respect
all the deadlines; moreover, using real-time priorities allows
again for reducing the length of the CDF tail.

B. More Complex DAGs
The next set of experiments has been performed on a more

complex DAG, shown in Figure 14, with 5 tasks and a source

7https://wiki.linuxfoundation.org/realtime/documentation/howto/tools/
hackbench

0.50

0.90

0.99

0.999

0.9999

0.99999

 40  50  60  70  80  90  100  110  120

Non Real-Time
Real-Time

P
(R

T
T

 ≤
 R

)

R (ms)

Fig. 13. CDF of the RTTs measured for 3 instances of the simple 2-tasks
pipeline, and no faults. The end-to-end deadline is D = 300ms.
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Fig. 14. A more complex DAG with 5 tasks.

period equal to the end-to-end deadline of T = D = 250ms.
The experimental CDFs of the RTTs measured in case of
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Fig. 15. CDF of the RTTs measured for 3 instances of the DAG in Figure 14,
and no faults. The end-to-end deadline is D = 250ms.
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Fig. 16. CDF of the RTTs measured for 3 instances of the DAG in Figure 14,
and a 10% failure probability on each microservice instance (D = 250ms).

no failures and with a 10% failure probability are reported
in Figures 15 and 16, respectively. Again, the figures show
that RTilience is able to respect the application’s temporal
constraints, and Figure 16 confirms that the deadlines are
respected even in the presence of some transient faults. More-
over, Figure 15 again shows that using real-time priorities
allows for reducing the curve’s tail (at the cost of slightly
increasing the average RTT).

Finally, a more realistic DAG, modelling the control loop
of an Autonomous Transport Robot (ATR) offloaded to an on-

https://wiki.linuxfoundation.org/realtime/documentation/howto/tools/hackbench
https://wiki.linuxfoundation.org/realtime/documentation/howto/tools/hackbench
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c=23 ms

BodyPose
c=10 ms

CollisionPrediction
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ATRPathUpdate
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Fig. 17. DAG describing the cloud offloaded control loop of an Autonomous
Transport Robot.

prem cloud has been analyzed [46]. Figure 17 shows the DAG
modeling the behavior of the program used by the robot to
move, based on video captured by a ceiling mounted camera.
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Fig. 18. CDF of the RTTs measured for 2 instances of the DAG in Figure 17,
and a failure probability ranging from 1% to 6% (D = 100ms).

First, two instances of the ATR control DAG have been
simultaneosuly created with period equal to 100ms. With no
faults, the measured RTTs resulted almost constant, and equal
to about 46ms, as expected. The experimental CDFs of the
RTTs measured when each instance has a failure probability
ranging to 1% to 6% are reported in Figure 18. The figure
shows that increasing the instance failure probability decreases
the probability to have a response time near to 46ms, as
expected. It can also be noticed that with failure rates up
to 6% RTilience is able to respect the application’s temporal
constraints, even in presence of a non-negligible amount of
transient faults (and even if the probability of not respecting
the single-failure assumption is not negligible).
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Fig. 19. CDF of the RTTs measured for 1 instance of the DAG in Figure 17
and different task criticalities (D ∈ {100ms, 60ms, 48ms}).

In all the experiments up to now, we tested the effect of the
fault tolerance mechanism on the end-to-end response time
using the DAGs as “black boxes”. We empirically demon-
strated how RTilience is able to respect the deadlines even

in the presence of a 10% failure rate, but without checking
how many failures were detected, how many re-transmissions
happened, and/or which tasks were configured as critical; as
a matter of fact, the controller did not introduce any critical
task due to the deadlines being too lax.

In the next experiment, we decreased the period and relative
deadline of the ATR DAG in Figure 17 so that some tasks
resulted to be critical (experiments measuring the detected
failures and re-transmissions will be presented in the next
subsection). For example, with D = T = 60ms the “Tag-
Position” task is critical, and all the others are not, while with
D = T = 48ms all the tasks are critical. Figure 19 compares
the experimental CDFs of the RTTs when no instances fail
(this is the same for all the DAGs) and with a failure
probability equal to 1% for D = T = 100ms (no node is
critical), D = T = 60ms (only “TagPosition” is critical), and
D = T = 48ms (all tasks are critical). It can be noticed that
the CDF for D = T = 48ms is almost identical to the “no
failures” CDF, because each instance simultaneously sends its
output to both the primary and secondary instance, so a failure
in one of the two instances does not increase the RTT. In the
D = T = 60ms case, instead, failures of a “TagPosition”
instance do not increase the RTT, but failures of the other
nodes do. Finally, for D = T = 100ms, every node failure
increases the RTT. Of course, the RTT reduction introduced by
critical tasks has a cost: for every critical task, both the primary
and secondary instances are active simultaneously, doubling
the CPU consumption for the task.

C. Fault tolerance
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Fig. 20. RTTs from an experiment with 3 DAG instances, repeated 5 times,
and a 250ms end-to-end deadline. (a) full series, (b) detail of the fifth run.

In the next set of experiments, failures are persistent. The
controller’s healing functionalities are enabled by activating
the fault decision functionality (in Figure 9) leading to task
re-assignment and replacement of permanently unhealthy mi-
croservice instances. As a reminder, this feature was disabled
in previous experiments because the faults analyzed earlier
were transient. The DAGs are executed with a high fault rate
of 15%, but only one instance of each microservice is allowed
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Fig. 21. CDF of RTTs of the experiment in Figure 20. The bold line is the
total RTT CDF while the dashed are individual DAG’s RTT CDF.
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Fig. 22. A time-series of an experiment with 3 DAG instances, repeated 5
times, with a shorter end-to-end deadline of 17ms. (a) full series, (b) detail
of second run. The visual notation is the same as for Figure 20.

to fail at any time. Due to the high fault rate a constant churn
of instances are replaced. Hence, this example operates outside
the models assumptions to provide full guarantees, since more
than F faults may occur for a DAG, and less than M instances
may temporarily be available at DAG activation. For this first
experiment, the more complex DAG of Figure 14 is used,
with 3 DAGs executing in parallel and repeated 5 times. The
same setup as in section V-B with WCETs C1 = 10ms,
C2 = 15ms, C3 = 33ms, C4 = 10ms, Ce = 20ms and the
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Fig. 23. CDF of RTTs of the experiment in Figure 22. The heavy line is the
total RTT CDF while the dashed are individual DAG’s RTT CDF.

source period T = 250ms. To these execution times we add
an extra 400µs for network round-trip latency. The execution
model used by the controller’s optimizer to analyze the DAG
assumes that each container executes on a dedicated CPU
core (hence, up to now real-time priorities have been used by
assigning a container runtime almost equal to the reservation
period, as previously mentioned). However, with this kind of
setup it is not possible to fit these complex experiments in the
2 worker nodes of the cluster. Hence, we tried using smaller
values for the reserved runtimes Qi (the reservation periods
Pi have been set equal to the DAG’s period T ). Obviously, the
reserved runtime Qi affects the amount of timeout violations,
especially for tasks with multiple inputs. After some tests8, the
reserved budgets have been set to Q1 = 33ms, Q2 = 48ms,
Q3 = 99ms, Q4 = 50ms, and Qe = 63ms with a period
Pi = 100ms for all the tasks.

The RTTs and number of healthy instances over time are
shown in Figure 20, where: the left vertical-axis shows the
RTT and the right one shows the number of instances in
each microservice; the blue dots at zero RTT indicate dropped
requests and above end-to-end deadline is overrun RTT; the
blue line is the average RTT and the lightblue fill is the
min and max RTT; the arrows in lower part of the graph
indicate the start time of a DAG. As it can be seen, the
number of dropped requests is quite low even when we have
an unrealistic high fault rate. Also, sometimes the number of
instances for a microservice goes down. During those periods,
no healthy instances exist to take new tasks, but tasks already
assigned continue to use an unhealthy instance until a new one
becomes available. This is possible since instances can use the
secondary route if the primary fails. In these experiments, the
new instance becomes available in about 4 seconds, but that
depends on the start-up time of a Pod. For this time-series, a
CDF of the RTTs is shown in Figure 21. It shows that a few
RTTs are breaking the end-to-end deadline at T = 250ms, in
the probability interval between 3 and 4 nines. The average
RTT is close to the minimum seen in the experiments with no
replacement of unhealthy instances (shown in Figure 16).

A second experiment with a modified complex DAG with
about 20 times shorter execution times and end-to-end deadline
has been performed to illustrate that this configuration also
works. The execution times are C1 = 500µs, C2 = 750µs,
C3 = 1600µs, C4 = 500µs, Ce = 1000µs and the source pe-
riod T = 17ms. To these execution times we still add an extra
400µs for network round-trip latency. The reserved budgets are
Q1 = 1700µs, Q2 = 2600µs, Q3 = 4500µs, Q4 = 2700µs,
and Qe = 3300µs and a period Pi = 5000µs ∀i.

The RTTs and number of healthy instances over time
are shown in Figure 22. As can be seen, there is a burst
of overrunning messages, but besides that the system runs
without issues. In Figure 23 it can be seen that the CDF crosses
the end-to-end deadline at a probability just above 4 nines.

VI. CONCLUSIONS AND FUTURE WORK

This paper presented RTilience, an implementation of the
Fault-Tolerant Real-Time Cloud architecture [39], [18] based

8A theoretical model for formally analyzing the performance of tasks with
Qi << Pi is currently under development.
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on Kubernetes and a real-time control group scheduler [43].
The proposed architecture uses a centralized controller and a
request routing library (ReqRoute) that implements the partial
deadlines and re-execution mechanisms proposed by RTilience
in a distributed way. We performed an extensive experimenta-
tion of the proposed solution over a dedicated testbed, using
synthetic applications, and an autonomous transport robot use-
case. The obtained results are consistent with the theoretical
expectations, confirming that RTilience is able to provide end-
to-end real-time guarantees for distributed DAG workloads,
tolerating a specified amount of faults.

Regarding future works on the topic, we plan to investigate
on how to overcome some limitations of our proposal. In our
model, we estimate end-to-end response times under worst-
case conditions, which relies heavily on prior knowledge of
worst-case execution times for all deployed tasks. This can be
cumbersome in real-world, multi-tenant, Cloud infrastructures,
and may lead to overestimations of the execution times,
resulting in relatively low resource usage levels (notice that
if a WCET is overestimated, the system still provides the
expected guarantees; the issue is that it might require too
many resources). Therefore, in order to decrease the pessimism
in our current methodology, we plan to consider probabilistic
approaches for modeling the components’ behavior [47], [48],
[49], [50]. Also, we plan to consider more dynamic scenarios
where the worst-case bounds may need to be re-assessed at
run-time, so that a re-run of our optimizer may ensure that
the system is configured optimally according to dynamically
changing conditions. This may be implemented by expanding
the information in the messages already exchanged between
the controller and the Pods, re-running the optimizer on a
need-by basis, and finally applying the new configuration with
a mode-change protocol [51], [52]. For example, this might be
useful to deal with workload changes over time, or a wider
set of faults, including performance degradation problems.
The MILP-based optimizer exhibits a solving time that grows
exponentially with the problem size (i.e., number of total tasks
to be deployed), making our approach impractical for large
deployments. A heuristic-based approach will be investigated
to find suboptimal task criticalities and partial deadlines, in-
vestigating useful trade-offs between optimality of the solution
and solving time. Last, our architecture relies on our non-
standard extensions to the Linux kernel process scheduler,
which are hard to maintain across future kernel releases. We
have on-going discussions [53] with core kernel developers,
about how to possibly ease this task in upcoming versions of
the mainline kernel, exploiting the “deadline servers” feature
currently under discussion [54].
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